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Introduction and Executive Summary

Introduction

We are very pleased to present this report on whistleblower protection laws in G20 countries.

Whistleblowing is now considered to be among the most effective, if not the most effective means to expose and
remedy corruption, fraud and other types of wrongdoing in the public and private sectors. This is demonstrated by much
existing research (see ‘Further Reading’ at the end of this report). This report draws on the first edition of this report, published
in 2014.

Where properly implemented and enforced, whistleblower protection laws have provided employees with safe
disclosure channels, shielded them from retaliation, and helped those who have been improperly dismissed to regain their
positions and receive financial compensation for lost wages and other costs. Food is safer, water is cleaner, taxpayer money is
spent more wisely, and corporations are more accountable in countries with functioning whistleblower procedures.

As critical players in the global economy, G20 countries are in an ideal position to promote transparency and
anti-corruption initiatives in government and corporations alike. These initiatives are of particular import in the wake of the
global financial crisis, and as political instability and citizen unrest persist in many regions and countries — both within and
outside the G20.

Whistleblower protection has been a priority element of financial, economic and regulatory cooperation between G20
countries since November 2010. When G20 leaders at the Seoul Summit included whistleblower protection as a key element of
their global anti-corruption strategy, they recognised the crucial value of ‘insiders’ to government and companies as a first and
often best early warning system for the types of poor financial practice, corruption and regulatory failure now proven as critical
risks to the global economy.

In their current G20 Anti-Corruption Implementation Plan (2015-2016), adopted in Brisbane in 2014, G20 leaders
committed to implement wide-ranging principles for ensuring that whistleblower protection plays this vital role. The current
plan provides:

‘G20 countries will conduct a self assessment of their whistleblowers protection frameworks in both the public and private
sectors, with reference to the OECD Study on G20 Whistleblower Protection Frameworks, Compendium of Best Practices and

Guiding Principles for Legislation, and consider next steps.”’

Our hope is that this report, in conjunction with other materials, will assist the G20 Countries to undertake this
self-assessment and make the necessary changes.

Since that G20 Seoul Summit in November 2010, whistleblowing has not only maintained its prominent position
on international and national anti-corruption agendas, but has grown inimportance. Pressure is increasing for countries to
establish systems to protect whistleblowers from retaliation and provide them with reliable avenues to report wrongdoing. The
commitment of G20 leaders has accurately reflected the public mood, with international surveys of public attitudes showing
that citizens strongly support the protection, rather than the punishment, of public interest whistleblowers. 3

Guided by international organisations, anti-corruption frameworks and a wide range of NGOs, many countries have
responded by strengthening rights and opportunities for whistleblowers. Since 2010, new whistleblower laws have been passed
in Australia, Bosnia and Herzegovina, France, India, Ireland, Italy, Jamaica, Kosovo, Luxembourg, Malaysia, Malta, Peru, Slovakia,
Slovenia, the Republic of Korea, Uganda, the US and Zambia. As of the date of this 2015 edition there are more than 40 countries
worldwide considering the passage of whistleblower protection legislation. In many cases, the legislation being considered or
having recently passed in the last 5 years is on par or even more progressive than the ‘best in class’ of the G20 countries.

Despite the progress made after 2010, since we published this report for the first time in 2014 there has been little
movement in the G20 with respect to improving whistleblower protection legislation. This is true of the countries both that
score highly and those that do not. This is also despite the positive outcomes of the 2014 G20 summit in Brisbane, Australia,
where the countries collectively committed to further anti-corruption protections over the coming years.

1 https://g20.org/wp-content/uploads/2014/12/G20_anti_corruption_working_group_implementation_plan_2015_16.docx

2 An interesting discussion of the importance of self-assessing properly was earlier prepared by one of the authors, Professor A.J Brown here
https://theconversation.com/anti-corruption-bar-set-higher-but-australia-still-has-more-to-do-34494

3 See World Online Whistleblowing Survey Stage 1 Results Release — Australian adult population sample, June 2012, found at:
http://www.griffith.edu.au/__data/assets/pdf_file/0003/418638/Summary_Stage_1_Results_Australian_Population_Sample_FULL.pdf
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Background

The G20 countries committed in 2010 and 2012 to put in place adequate measures to protect whistleblowers, and to
provide them with safe, reliable avenues to report fraud, corruption and other wrongdoing. While much has been achieved
as a result of the G20 commitment, on the whole much remains to be done to meet this important goal. Many G20 countries’
whistleblower protection laws continue to fail to meet international standards, and fall significantly short of best practice.

Lacking strong legal protections, government and corporate employees who report wrongdoing to their
managers or to regulators can face dismissal, harassment and other forms of retribution. With employees deterred from coming
forward, government and corporate misconduct can be perpetuated. Serious wrongdoing such as corruption, fraud, financial
malpractice, public health threats, unsafe consumer products and environmental damage can persist without remedy.

Recent high-profile cases demonstrate the need to improve and clarify legal protections for whistleblowers in all
regions. Internationally both media and public interest in whistleblowing continues to be strong as a mechanism to ensure
higher ethical standards are achieved in society.

Moreover, international guidelines and standards for effective whistleblower legislation recently have been

published by the OECD, Council of Europe, Organization of American States, and NGOs including the Government
Accountability Project and Transparency International.

This report analyses the current state of whistleblower protection rules in each of the 19 individual G20 countries,
applying to the identification of wrongdoing in both the public and private sectors. The methodology used for this assessment
is further explained in section A.

In particular, it examines:

@ Whether the job of cooperating for effective whistleblower protection is complete;

@ Whether there is a case for whistleblower protection to remain a priority area for cooperation and collective
action under a next G20 anti-corruption plan, or similar plan; and

@ Where progress-to-date indicates the focus of further cooperation should lie, in terms of shared challenges and
problems, which continuing but more focused commitment by G20 leaders can help solve.

We have updated each country’s scores and have included more information in our qualitative snapshots as it has
come to light in the past year.

Objective

This report analyses the current state of whistleblower protection rules in each of the G20 countries, applying to the
identification of wrongdoing in both the public and private sectors.

This report series is the first independent evaluation of G20 countries’ whistleblowing laws for both the private and
public sectors, having been researched by an international team of experts drawn from civil society and academia. While
G20 countries do self-reporting on implementation, to date this reporting has been “broad brush’, and tends towards a more
flattering and less useful picture of progress than may really be the case (see Appendix 1).

By contrast, this report uses recognised principles to provide a more in-depth picture of the state of progress,
and whether a case for continued high-level cooperation remains. Each country’s laws were assessed against a set of 14

criteria (see Table below), developed from five internationally recognised sets of whistleblower principles for best
legislative practice.

http://www.griffith.edu.au/__data/assets/pdf_file/0003/418638/Summary_Stage_1_Results_Australian_Population_Sample_FULL.pdf
and UK Public Attitudes to Whistleblowing, November 2012, found at:
http://gala.gre.ac.uk/10298/1/UK_Public_Attitudes_to_WB_Press_Release_and_Report_20121115.pdf
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Findings

Continuing trends across the G20 countries are a paucity of protection for the private sector, a failure to build
comprehensive protections (thus weakening the protections already there) and maintaining significant carve-outs both in
terms of what may form part of a whistleblower’s disclosure, who may be classed as a whistleblower and of course how that
disclosure may take place.

This report reveals that there are two major problems with the G20 countries’ approach to whistleblower protection.
The first is that there are a significant number of countries where there is no legislation or meaningful legal framework at all
for the protection of whistleblowers. This includes some of the largest economies in the G20 (namely Germany and Russia).
The second problem is that countries with existing legal protections are in a way ‘resting on their laurels’ and not making the
necessary changes to update or make more comprehensive their protections. Key facets that are commonly missing are the lack
of protected external disclosure channels, a lack of protection for anonymity and a lack of a dedicated oversight authority to
receive and investigate disclosures.

Although this report only deals with the laws as written, is it also clear that in countries which perform well across the
objective criteria, in practice the implementation of these laws can be poor. The US provides a good example of this, as it scores
well against most of the criteria but its government still pursues whistleblowers with vigour (especially in the national security
sector). This is set to continue with other tools available to government such as those in the Trans-Pacific Partnership, recently
agreed.

The analysis (see Tables 1-3) reveals important shortcomings in the whistleblower protection laws of most G20
countries. While these shortcomings extend across a wide range of criteria for a large number of countries, the specific areas
that most commonly fall short and need immediate attention include:

@ A three-tiered system of reporting avenues, including clear external disclosure channels for whistleblowers to
contact the media, members of Parliament, NGOs and labour unions where necessary;

@ Anonymous channels for employees to report sensitive information to auditors or regulators without fear of
being exposed;

@ Internal disclosure procedures used by public and private organisations to adequately protect employees
who report wrongdoing;

@ Independent agencies to investigate whistleblowers’ disclosures and complaints; and

@ Transparent and accountable enforcement of whistleblower laws.

This report also highlights a particular need to introduce laws to better protect employees who work for private
companies, including confidentiality guarantees for whistleblowers and penalties for people who retaliate against corporate
whistleblowers.

The research has confirmed some of the significant progress that has occurred in G20 countries since 2010. Of
particular note, meaningful progress has occurred in the whistleblower laws of several member countries, including Australia,
China, France, India, the Republic of Korea and the US.

In addition, even where other important aspects are still missing or weak, most G20 countries are adopting a best
practice approach to a range of key elements including the breadth of types of retaliation at which protections are aimed,
broad definitions of who can qualify as a “whistleblower’, and a range of options for whistleblowers to report internally or to
government regulators. Further, where they exist, most laws have workable thresholds that require employees to have a
reasonable belief — not definitive proof - that a disclosure is accurate.
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By using the experience and expertise assembled in recent years, all G20 countries remain in a position to establish
comprehensive, loophole-free protections for whistleblowers. It is critical for these countries to keep pace with the political,
social and technological developments that have elevated the profile of whistleblowing in the public arena. These
developments have confirmed whistleblowing’s importance as both a corporate governance and regulatory tool, and a
protection for the rights and interests of citizens and communities across diverse economies.

Limitations and other matters

While G20 countries do self-report on their implementation, to date this reporting has been ‘broad brush; providing
limited insights into the specific issues on which reform has progressed, or on which further cooperation might be best focused.
Given the reliance on self-assessment, the result also tends towards a more flattering picture of progress than may really be the
case. For example, Appendix 1 sets out the information contained in the G20’s 2015/2016 anti-corruption action plan progress
report.

By contrast, the present report uses recognised principles to provide a more in-depth picture of the state of progress,
and whether a case for continued high-level cooperation remains. It is also the first independent evaluation of G20 countries’
whistleblowing laws for both the private and public sectors, having been researched by an international team of experts drawn
from civil society and academia.

Appendix 2 also provides a first-ever assessment of the state of whistleblower protection rules for European
Union (EU) institutions, representing the final member of the G20 group. We are grateful to the Transparency
International Liaison Office to the European Union, for providing this assessment, applying the same principles.

This 2015 draws from a consultation draft and final report released in June and September 2014 respectively. Asin the
2014 report, earlier draft findings and the consultation draft were distributed to a wide range of experts and whistleblowing
related NGOs in G20 countries were released in 2015.

Additionally, in 2014, the consultation draft was also submitted to all G20 countries for comment, through the T20
(Think20) engagement group and the G20 Anti-Corruption Working Group. We are grateful for all the valuable comments and
suggestions received (see Acknowledgements), many of which led to refinements and improvements in this final report. 4

This report only analyses the content of laws related to whistleblower protection in each country. This written law is
only part of what is necessary to ensure those who reveal wrong doing are protected in practice, with actual implementation of
any law representing a different and on-going challenge for G20 countries. We stress that positive assessment of the presence
and comprehensiveness of legal provisions in this report is not a measure of the extent or quality of actual whistleblower
protection in any country. Further, in countries with lower scores, there may be cultural or other norms that in fact indirectly
assist in practical protection of whistleblowers.

We are encouraged that there are signs of continuing commitment to reform, including the inclusion of on-going
self-evaluation in the 2015-2016 G20 Anti-Corruption Implementation Plan.> One of the larger problems (in fact not discussed
in this report as it is outside our methodology) is the issue of implementation. Because whistleblower protection is relatively
new, many countries are on a learning curve of how to successfully implement protections, and how to modify initial laws to
ensure they don't have gaps that allow protection to fall between the gaps. This is not within the scope of this report but we
do believe that there is significant work to be done on determining how the laws are currently being implemented, and how
this enforcement can improve. A review of the implementation of the laws in each of the G20 countries is something this
international research team hopes to be able to do in future.

4 We should note that not all those who assisted with the 2014 report assisted with this 2015 update and some contributors have assisted in 2015 for the first time. In our acknowledgements we simply set out
those who have contributed to either, or both of the reports.

5 https://g20.org/wp-content/uploads/2014/12/2015-16%20_g20_anti-corruption_action_plan_0.pdf
http://www.crikey.com.au/2015/10/14/trade-deal-will-provide-new-weapon-against-whistleblowers/
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1. Whistleblower protection should remain a key priority area in G20 leaders’integrity and anti-corruption
commitments, as reflected by public opinion across countries;

2. A high level commitment is needed to address weakness, fragmentation and inefficiency in corporate
governance and private (e.g. financial and corporate) sector whistleblowing rules, as well as continued
work on the public sector laws; and

3. G20 cooperation for more comprehensive whistleblower protection should focus on the three areas of
greatest common challenge identified by our research:

a. clear rules for when whistleblowing to the media or other third parties is justified or
necessitated by the circumstances;

b. clear rules that encourage whistleblowing by ensuring that anonymous disclosures can be
made, and will be protected; and

C clear rules for defining the internal disclosure procedures that can assist organisations to man
age whistleblowing, rectify wrongdoing and prevent costly disputes, reputational damage
and liability, in the manner best suited to their needs; and

4. Following the commitment outlined in the 2015-2015 Anti-Corruption Implementation Plan, we
recommend that G20 countries use this report to:

a. assist in the self-assessment to which they have committed under the Plan; and

b. engage directly and openly with independent experts, civil society organisations and media
organisations in the conduct of that assessment, to ensure that quality appraisals occur which
translate into action.
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Summary of Best Practice Criteria for Whistleblowing Legislation

# CRITERION SHORT TITLE DESCRIPTION

Broad coverage of Comprehensive coverage of organisations in the sector (e.g. few
1 organisations or no ‘carve-outs’)

Broad definition of reportable wrongdoing that harms or

5 Broad definition of . threatens the public interest (e.g. including corruption, financial
reportable wrongdoing misconduct and other legal, regulatory and ethical breaches)
Broad definiti ¢ Broad definition of “whistleblowers” whose disclosures are
rl?'atl bel nition o protected (e.g. including employees, contractors, volunteers
whistieblowers and other insiders)
Range of internal / regulatory Full range of internal (i.e. organisational) and regulatory agency
reporting channels reporting channels
Protection extends to same disclosures made publicly or to third
5 External reporting channels parties (external disclosures e.g. to media, NGOs, labour unions,
(third party / public) Parliament members) if justified or necessitated by the circum-
stances
Thresholds for Workable thresholds for protection (e.g. honest and reasonable
6 protection belief of wrongdoing, including protection for “honest mistakes”;
and no protection for knowingly false disclosures or information)
» ) Protections extend to disclosures made anonymously by
7 Provision and protgctlons for ensuring that a discloser (a) has the opportunity to report
anonymous reporting anonymously and (b) is protected if later identified
. Confidentiality Protections include requirements for
Confidentiality - .
8 confidentiality of disclosures
protected
Comprehensive requirements for organisations to have internal
Internal disclosure procedures dlsclo§ure procedures (e.g. |pclud|ng requn.rem.ents to establish
9 required reporting channels, to have internal investigation procedures,
and to have procedures for supporting and protecting internal
whistleblowers from point of disclosure)
Protections apply to a wide range of retaliatory actions and
10 Broad protections against detrimental outcomes (e.g. relief from legal liability,
retaliation protection from prosecution, direct reprisals, adverse
employment action, harassment)
Comprehensive and accessible civil and/or employment
. Comprehensive remedies for remedies fqr whlstleb!owers Yvho syffer QetrlmgnFal action (e.g.
S —- compensation rights, injunctive relief; with realistic burden on
employers or other reprisors to demonstrate detrimental action
was not related to disclosure)
ions f i Sanctions for Reasonable criminal, and/or disciplinary
12 Sanctions for retaliators sanctions against those responsible for retaliation
13 . . Oversight by an independent whistleblower investigation /
Oversight authority complaints authority or tribunal
Requirements for transparency and accountability on use of the
14 Transparent use of legislation (e.g. annual public reporting, and provisions that
legislation override confidentiality clauses in employer-employee

settlements)
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Tables of Results

L1 G20 countries — public and private sector laws
Ratin Very / quite 9 Somewhat/ partially 9 Absent / not at all
g comprehensive comprehensive comprehensive

Argentina Australia Brazil (anada China France Germany India Indonesia Italy
Pub Pub | Pub Pub Pub Pub Pub Priv Pub Priv Pub Priv Pub Priv

Coverage 3 3 2 2 2 3 2 2 2 2 2

Priv Priv Priv Priv Priv Priv

Wrongdoing 3 3 3 1 3 2 2 2 2

Definition of
whistleblowers

Reporting channels
(internal & regulatory)

External reporting channels

(third party / public) 3 ‘

Thresholds

Anonymity

Confidentiality

Internal disclosure procedures

Breadth of retaliation

Remedies

Sanctions

Oversight

3

3

3

3
N

3

3
K
=

3

3

3

3

3

Transparency

3
3
3
3
2|
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Tables of Results

LRSS G20 countries — public and private sector laws
R ti Very / quite 2 Somewhat / partially 9 Absent / not at all
ating comprehensive comprehensive comprehensive

Russia Rep. of S. Africa
Priv_| Pub | Priv_| Pub | Priv Pub Priv

Coverage 3 3 1 1 1 3 3

Wrongdoing - 3 3 1 1

Definition of
whistleblowers

Reporting channels
(internal & regulatory)

External reporting channels
(third party / public)

Thresholds

Anonymity

Confidentiality

Internal disclosure procedures

Breadth of retaliation

Remedies

Sanctions

Oversight

Transparency
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Tables of Results

1E1| 74| G20 countries — public sector laws

R tin Very / quite 2 Somewhat / partially 9 Absent / not at all
ating comprehensive comprehensive comprehensive

Total

3
Internal disclosure
procedures 13
Anonymity 14
External reporting channels 11
(third party / public)
Transparency 11
Oversight 9
Confidentiality 8
Sanctions 7
Remedies 7
Thresholds 5
Wrongdoing 5
Breadth of retaliation 4
Coverage 4
Definition of 3
whistleblowers
Reporting channels 2
(internal & regulatory)
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T

ables of Results

111) %5 G20 countries — private sector laws

R ti Very / quite 2 Somewhat / partially e Absent / not at all
a mg comprehensive comprehensive comprehensive

Rus It Can S. Ar India | Mex Brz Arg Aus Ger Tur Indo Jpn Chn Fra S. Af Kor UK us Total
3
Anonymity 15
Internal disclosure 14
procedures
Transparency 14
External reporting channels 13
(third party / public
Oversight 3 13
Confidentiality 3 1
Sanctions 3 11
Remedies 3 10
Coverage 3 10
Wrongdoing 3 10
Thresholds 3 9
Breadth of retaliation 3 9
Definition of whistleblowers 3 8
Reporting channels
(internal & regulatory) 7
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A.  Methodology

To achieve the above objectives, our analysis compares each country’s laws against internationally recognised
standards. Given the nature of the G20 commitment to put in place rules consistent with its 2015-2016 Anti-Corruption Plan, our
analysis focuses on the written content of countries’laws (i.e. the‘black letter’ legal protections provided to whistleblowers) and
does not attempt to evaluate implementation or enforcement of these laws in practice.

To allow systematic comparison, we developed 14 criteria for the comprehensiveness of relevant laws, drawing in
particular upon the following principles for good or best legislative practice:

Blueprint Principles for Whistleblower Protection

OAS Model Law to Facilitate Reporting and Protect Whistleblowers

Council of Europe Recommendation on the Protection of Whistleblowers

GAP International Best Practices for Whistleblower Policies

OECD Compendium of Best Practices and Guiding Principles

Transparency International’s Principles for Whistleblower Legislation

Our 14 criteria, set out in the table “Best Practice Criteria for Whistleblowing Legislation” above, are based on ‘essential’
principles appearing in at least three of these five sets of standards. A whistleblower law can be regarded as inadequate if does
not address each of these principles to a reasonably comprehensive standard. As a result, the following analysis can also be used
as a guide to the adequacy of the regimes compared. However, our primary objective is to document progress across these
principles in order to identify where the commitments of G20 leaders might be best focused, in terms of further cooperative
effort (i.e. most common collective problem areas or gaps). It is also the first comparative analysis to differentiate in detail, using
the same principles, between the rules for the public and private sectors.

Although listed separately, the 14 criteria referred to above often work best together. For example, best practice of
providing channels for disclosure should be paired with the need for anonymity expressed in Criteria #7, by providing
both anonymous and non-anonymous reporting choices for disclosure.

In reaching assessments of the relative comprehensiveness on each criterion, we circulated initial draft ratings to a
wide range of experts and whistleblowing-related NGOs in G20 countries. We did this both through a public consultation draft
released in June 2014, and submitted to all G20 governments for comment, through the T20 (Think20) engagement group
and the G20 Anti-Corruption Working Group. In 2015 we have again circulated for comment to a wide range of experts and
academics. As a result, ratings were modified or justified in light of information provided by participating NGOs, experts and
country representatives.

Numerical scores or ratings for each country are not attempted, because each of the 14 criteria may carry different
weight in terms of importance for a strong whistleblower law, depending on the circumstances. It is therefore not possible to
compare and give countries a single overall score that is meaningful.

As discussed in Analysis, the comparisons nevertheless enable a clearer picture than available previously, as to the
overall strengths and weaknesses of whistleblower laws in each country and across the G20 as a whole. For this reason, the
scores of each of the 14 criteria are tallied across all the G20 countries, to illustrate the areas where most of the work still needs
to be done, and thus what strategic direction to take in future. A high numerical score in a particular criterion suggests there
should be greater focus on introducing laws with those features. A low number suggests that much progress has already been
made in that area.
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In support of the analysis, each country entry includes some discussion of key resources or facts on which the
assessment is based, and/or discussion, where relevant, of the performance of the law in practice. This discussion
recognises that even when an excellent law exists on paper, a government still confronts challenges if that law is not being used or
enforced. Where provided, this qualitative snapshot draws on:

B Case studies as described in court judgments or the media where the law did or did not work in
practice

B Reports from institutions or NGOs on the state of whistleblower protections in the particular
country

B Academic or research-based source material relevant to whistleblower law or the prevention of
corruption generally that helps explain the lack of protections, or the failure of the enforcement
of protections when they exist in the law

m  Input from experts who work in NGOs in the particular country such that they can provide an
overview of the perception of the effectiveness of a law

B Mediareports that help explain local context.

Theresultisa’high-level’summary of where the gaps in protection might be for that particular country.This will
support the conversation among the G20 to reform and improve whistleblower protection laws. More
systematic analysis of the actual effectiveness or implementation of any particular law requires a much more rigorous
and lengthy study, which is beyond this report.

This approach is not intended to provide a perfect or ultimate set of principles for gauging the effectiveness of laws,
and we do not presume that all NGOs or governments would necessarily consider it to be that. Rather, it provides a framework
for comparative analysis for the purpose of identifying whether there is a case for continued cooperative action by the G20 on
these important issues and, if so, where that action might be most efficiently focused.

We stress that this report only analyses the “black letter” laws relating to whistleblower protection in each
country. This written law is only part of what is necessary to ensure those who reveal wrongdoing are protected in practice, with
actual implementation of any law representing a different and on-going challenge for G20 countries. We stress that positive
assessment of the presence and comprehensiveness of legal provisions in this report is not a measure of the extent or quality
of actual whistleblower protection in any country. Further, in countries with lower scores, there may be cultural or other norms
that in fact indirectly assist in practical protection of whistleblowers.

In all cases, ratings of comprehensiveness are based entirely on provisions that are present in law, and should not be
misinterpreted as an assessment of the effectiveness or otherwise of the provisions in practice.
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B.  Results and analysis
G20 progress to date

Tables 1-3, at the beginning of the report, present the summary results for:

@ Both the public and private sectors for each country (in country order)
@ The public sector (ordered from weakest criteria, to strongest) and

©) The private sector (ordered from weakest criteria, to strongest).

Strikingly, the results shown in Tables 2 and 3 reveal that nearly half of both tables is green or yellow — showing a high score
of 1 (best outcome) or a middle score of 2. This plainly illustrates substantial progress in the development of whistleblower
protections in law across the G20 countries.

A decade ago, it is likely that most of these tables would have been red (the lowest score of 3). It is useful to recognise how
far G20 countries have come in the journey toward providing better protections for those who protect the integrity of our
institutions in government and corporations alike.

However, as the red half of each table reveals, there is also a significant way to go to achieve high-quality whistleblower
protection laws in every G20 country. The results confirm why it was necessary for G20 leaders to extend the timeline for
implementation of their whistleblower legislation commitments from 2012 to 2014. Following the G20 meeting in 2014 it was
further reiterated that this must continue in the following years as confirmed in the 2015-2016 G20 Anti-Corruption Plan.® In
2015 it is clear that many countries had fallen short of the promises in the former 2013-2014 Anti-Corruption plan and there is
some way to go to fulfil the renewed promised for the updated and current 2015-2016 plan.

Comparison of the columns in Table 1, and between Tables 2 and 3, also indicates that countries have been far more
successful to date in enacting comprehensive whistleblower protection rules dealing with disclosure of wrongdoing in their
public sectors than in their private sectors. The implications of this are discussed further below.

Given these results, G20 leaders appear to have four options:

o To determine that whistleblower protection is no longer sufficiently important to remain a G20
anti-corruption priority (despite the fact that this was again affirmed in the 2015-2016 Anti Corruption Plan);

e To determine that enough has been achieved to no longer warrant whistleblower protection rules
remaining a G20 anti-corruption priority;

e To admit defeat and determine that many G20 countries have so far been unable to meet their com
mitments, and are going to abandon their commitment to doing so; or

o To identify new commitments that will better enable G20 countries to meet their previously stated
whistleblower protection legislation goals and fulfil the promised enshrined in the 2015-2015
Anti-Corruption Plan.

However, based on the foregoing analysis, none of the first three of these options is credible or viable. Clearly the state
of progress since 2010 means that it is not time for G20 leaders to declare that “halfway there is good enough”, any more than
it is credible to declare, in the face of this level of performance, that this important element of integrity-strengthening across
international financial and regulatory systems is suddenly no longer necessary.

6 https://g20.0rg/wp-content/uploads/2014/12/2015-16%20_g20_anti-corruption_action_plan_0.pdf
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The state of progress is also such that even for many countries that have taken action, the number of gaps in their
legislative frameworks continues to undermine the likely effectiveness of the G20’s achievements as a whole. Many key
components of good whistleblower protection laws are complementary with each other. When brought in together, they are
interwoven in the fabric of institutions and society to provide a strong net of measures for both detecting corruption and other
regulatory breaches, and protecting whistleblowers and institutions from damaging outcomes.

If only some best practices are put in place, the remaining holes in the net can allow corruption to flourish as though
there was no net at all. Therefore, having adequate protections in law across eight criteria will provide significantly less benefits
than across all 14 criteria. Substantial performance in implementation is dependent on comprehensive measures - of a high
standard - across the full range of a country’s laws.

An example of this, using criterion #1, is the way in which ‘carve-outs’ for organisations have an impact on ‘external
disclosure’ Where a country (for example, the UK or Canada) carves military or intelligence personnel out of the whistleblower
protection legislation (and consequently is rated a ‘2’ for this criterion), then the rating for external disclosure of that same
country is also affected and cannot be higher than ‘2’ The strength of one protection is dependent on another.

It should also again be remembered that this analysis only examines the laws themselves. The analysis does not
evaluate the implementation or enforcement of the laws. As a result, the study does not assess whether protections drafted
in the written law have delivered the promised protections to whistleblowers in actual cases. This is a larger task that must
be undertaken separately, but a vital one in order to ensure that disclosure systems actually work properly in practice. It
also means that even comprehensive, best practice laws are only the first step to full implementation of the existing
G20 commitments.

Strengths and weaknesses - public sector

Areas of Strength

Table 4 Categories in which Whistleblower Laws for the Public Sector Rate the Best

S : p) Total
Category of Protection: Public Sector m

Full range of internal (i.e. organisational) and

. 4 13 17
regulatory agency reporting channels
Broad definition of “whistleblowers” whose disclosures are 11 16
protected (e.g. including employees, contractors, volunteers
and other insiders)
Comprehensive coverage of organisations in the sector (e.g. 8 7 15

few or no‘carve-outs’)

Seventeen out of 19 countries have some presence in law of a full range of internal and regulatory agency reporting
channels. While most (13) only have a middle rating, four have the highest rating. The significance of this, the best area of
performance in the public sector among all 14 criteria, is that almost all G20 countries have at least some recognition in law of
the importance of whistleblowers having at least one disclosure channel.

Also encouraging is the fact that like the private sector, public sector protections have a wide definition of
whistleblower to include employees, contractors and other insiders who fit the emerging model of how we increasingly work
today.
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As discussed below, however, protections in both of these areas are more widespread in the public than the private

sector.

The third highest performing category in the public sector is the comprehensiveness of coverage of organisations.
There is often a temptation by policy-makers to exempt from whistleblower laws certain institutions in government, be it the
police or even Parliament itself. Yet 15 out of 19 G20 countries have enacted laws that give moderately or very good coverage

of the institutions in government.

Areas of Weakness

Table 5 Categories in which Whistleblower Laws for the Public Sector Rate the Worst

Category of Protection: Public Sector mm ':'o;(azl

Protections extend to disclosures made anonymously

(if later identified) 1

Comprehensive requirements for organisations to have internal
disclosure procedures (e.g. including requirements to establish

reporting channels, to have internalinvestigation procedures, and to 2
have procedures for supporting and protecting internal

whistleblowers from point of disclosure)

Protection extends to same disclosures made publicly or to third

parties (external disclosures e.g. media, NGOs, labour unions,

Parliament members) if justified or necessitated by the 5
circumstances

Requirements for transparency and accountability on use of the
legislation (e.g.annual public reporting, and provisions that 8
override confidentiality clauses in employer-employee settlements)

4

11

5

67

16

15

Across G20 countries, the four weakest areas of whistleblower protection for the public sector are:

0 The lack of provision of anonymous channels, where the discloser can feel safe revealing serious wrongdoing

without identifying themselves;

© 0 O

ing annual reporting and overriding of confidentiality clauses.

The requirement for organisations to have good internal disclosure procedures;

Protection for using external disclosure avenues such as the media, MPs, NGOs and labour unions; and

Requirements for transparency and accountability on use of the legislation/availability of protection, includ-

These areas of whistleblower protection need substantial strengthening across the public sector, much like the private
sector. However, unlike the private sector evaluations, in the public sector only one G20 country received a high rating of 1 on

providing protections for using external channels such as the media (Republic of South Africa).

This illustrates that although the protections in the public sector are generally stronger than the private sector, there

are still specific gaps in which laws for public sector employees need vast improvement.

7 These figures changed in 2015 in respect of Italy (Public Sector)
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Strengths and weaknesses - private sector

Areas of Strength

Overall, the strongest areas of whistleblower law in the private sector, as illustrated by a wide range of 1 and 2 ratings
across all G20 countries, are in three categories outlined in Table 6.

Table 6 Categories in which Whistleblower Laws for the Private Sector Rate the Best

Category of Protection: Private Sector mm '1I'08t(azl

Full range of internal (i.e. organisational) and
regulatory agency reporting channels

Broad definition of “whistleblowers” whose disclosures are
protected (e.g. including employees, contractors, volunteers and 3 8 11
other insiders)

Protections apply to a wide range of retaliatory actions and
detrimental outcomes (e.g. relief from legal liability,
protection from prosecution, direct reprisals, adverse
employment action, harassment)

Twelve of the 19 G20 countries score 1 or 2 in providing a full range of internal and regulatory agency reporting
channels to whistleblowers. Further, 11 countries have similar scores when it comes to providing a broad definition of
whistleblower that encompasses not just traditional employees, but also contractors, volunteers and others who might
have access to information inside an organisation and also be subject to retaliation for being a whistleblower. Extending the
application of the law is important as the structure of workplaces change rapidly in the 21st century.

More than half the countries (10) also have some or partial legal protections from a wide range of retaliatory actions
against whistleblowers.

Areas of Weakness

The greatest areas of weakness in the private sector are around providing anonymous reporting channels for
whistleblowers, and proper protections for making external disclosures, such as to the media, Members of Parliament (MPs),
labour unions and NGOs.

Current laws show that only one G20 country, the US, scores a 1 in the category of providing anonymous reporting
channels for the private sector. While this illustrates best practice black letter law, examination of how well this works in practice
is merited in future studies.

Another problem area is around protections for external disclosures, such as to the media, NGOs, unions or MPs. This is
lacking or substandard in nearly all G20 countries.

These two categories are extremely important, because together they provide the best protection for whistleblowers
dealing with an institution where corruption has become widespread, including to the executive level. Whistleblowers highly
value these types of channels, especially in situations where they might have no other choice.

The lack of availability of anonymous reporting channels and protections for going through external avenues such as

MPs and the media in so many G20 countries may significantly contribute to whistleblowers holding back from taking action
on serious wrongdoing.
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Anonymous channels are critical to many whistleblowers stepping forward with evidence of criminal or other
wrongdoing. Without those channels, some corruption may never be revealed.

Table7 Categories in which Whistleblower Laws for the Private Sector Rate the Worst

1 2 Total
Rating Rating 1&2

Category of Protection: Private Sector

Protections extend to disclosures made anonymously (if
later identified)

Comprehensive requirements for organisations to have

internal disclosure procedures (e.g. including requirements to

establish reporting channels, to have internal investigation 0 5 5
procedures, and to have procedures for supporting and protecting

internal whistleblowers from point of disclosure)

Requirements for transparency and accountability on use of the
legislation (e.g. annual public reporting, and

provisions that override confidentiality clauses in
employer-employee settlements)

Protection extends to same disclosures made publicly or to third

parties (external disclosures e.g. media, NGOs, labour unions,

Parliament members) if justified or necessitated by the 1 5 6
circumstances

Table 7 also highlights the relatively poor performance of two other criteria: the requirement for organisations to have
internal disclosure procedures, and transparency and accountability on use of the legislation/availability of protection and
overriding of confidentiality clauses. Both of these categories receive a top rating for comprehensiveness in only two countries,
with a score of 2 in two other countries.

These analyses help identify the areas in which G20 countries have had greatest success, moderate success and least
success to date. By identifying these areas, it is possible to focus on actions which will enable G20 leaders to ensure their
governments come to grips with the greatest challenges confronting this important element of the integrity infrastructure on
which good governance and economic resilience depends.

Whilst this has been a priority for three and a half years, and some reform has taken place, the data and analysis in this
report illustrates clearly that there is significant improvement to be made in achieving comprehensive protection for
whistleblowers.
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E @1 VERY / QUITE COMPREHENSIVE : E 2 SOMEWHAT / PARTIALLY COMPREHENSIVE: E 3 ABSENT / NOT AT ALL COMPREHENSIVE i

____________________________________________________________________________________________________________________________

PUBLIC SECTOR

THE PUBLIC SECTOR PROVISIONS OF WHISTLEBLOWER PROTECTION LAWS OF 620 COUNTRIES INCLUDE THE ‘FOLLOWING'

s STRENGTHS

The vast majority (89%) of countries have partial and in
[]ﬂ [][] some cases good provisions for internal or regulatory
= disclosure channels.

84% of the countries

have an inclusive definition for who is considered to
be a whistleblower.

19% of coUntries’ iaus ave partialorgood The top two highest-rated countries (US and
coverage for awide range of organisations (i.e. no

exclusions or exemptions for particular sectors or Australia) have at least partial or good provisions
industries). for all criteria.

India, the Republic of Korea, the UK and Ganada
each have good scoresfor, 3690 of the criteria
y

o Nearly three quarters ,(74%) of countries have & & About two-thirds (68o) of countries lack substantial
Ov poor legal protections for whistleblowers who wish to @ requirements for organisations to have internal disclosure
disclose anonymously.

and at least partial protections for

19% of the criteria.

procedures.
More than half of the countries (580%) have >\ The majority of countries (58%%) lack adequate
poor protections for whistleblowers who go to the media I I I requirements for the implementation of the law to be
or other third parties (external disclosures). transparent.

Five G20 countries - Argentina, Mexico, Russia, Saudi Arabia and Turkey - failed to earn a "good” rating for any
criteria. Infact, for each of these countries, the protections were rated as poor for at least 64% of the criteria.

While the report does not examine how the laws work in practice (only the laws as written), our research
indicates that whistleblowers continue to face retaliation -
often of an egregious nature - even in countries with the best whistleblower protection laws.
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____________________________________________________________________________________________________________________________

PRIVATE SECTOR

THE PUBLIC SECTOR PROVISIONS OF WHISTLEBLOWER PROTECTION LAWS OF G20 COUNTRIES INCLUDE THE ‘FOLLOWING’

s sTRENGTHS

irds (63%) ) In 58 of countries, the definition of a whistleblower
1 Almost two-thirds (63%) of countries have [d includes at least partial coverage and in some cases earned a
I partial and in some cases good provisions for good” ranking. disclosure channels.

internal or regulatory disclosure channels.

More than half (530%) of countries have 5. ] The top-scoring country (US) has at least
partial and in some cases good protections Ov partia| protections for all criteria, and gond
against a wide range of retaliation. av

protections for 71% of them.

[ )
(4] Since 2011, China, France, the Republic of Korea and the UK passed
6*6 laws improving protections in the private sector.

’I

More than three-fourths (79¢%) of countries
have poor protections for whistleblowers who
wish to disclose anonymously.

Almost three-quarters (74°%o) of countries have weak
provisions for requiring organisations to have internal disclosure
procedures.

Almost three-quarters (749%o) of [ |
countries have no or few requirements forthe o [BISIE]
implementation of the law to be transparent.

Around two-thirds (68°/0) of countries have poor protections
for whistleblowers who disclosure information to the media or
other third parties (external disclosure).

o Countries that received no “good” ratings are Argentina, Australia, Brazil, Canada, Germany,
0@ India, Indonesia, Italy, Mexico, Russia, Saudi Arabia and Turkey.
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C.  Conclusions and actions

Most G20 countries fail to provide adequate legal protections for whistleblowers, meaning that employees who
report wrongdoing leave themselves open to retaliation, while fraud, corruption and other crimes are allowed to persist in
governments and corporations alike.

The data analysed clearly points to several areas of weakness in G20 countries’ whistleblowing laws in both the public
and private sector:

B [nadequate internal and external disclosure channels;

m The lack of opportunity for employees to report wrongdoing anonymously;

B The lack of an independent agency to investigate whistleblowers’ disclosures and complaints; and

B Non-transparent and unaccountable enforcement of whistleblower laws.

These areas provide focus for specific content areas of the law that are missing or of lesser standard than best practice.

However these specific shortcomings beg the question of what the G20 should do next in terms of its strategic
direction in the anti-corruption and whistleblowing space, and what if any commitments it should make regarding its strategic
priorities. Based on the facts in this report we recommend:

1. Whistleblower protection should remain a key priority area in G20 leaders’
integrity and anti-corruption commitments

It is only with high-level political leadership that the complex, competing interests provoked by effective public
interest disclosure regimes can be properly reconciled. The evidence of the difficulty of performance in delivering on this
commitment to date, confirms why improving whistleblower protection rules and systems should remain a G20 priority.

In 2014, this priority was confirmed in the 2015-2016 Anti-Corruption plan. It is now incumbent on the G20 nations
themselves to ensure that these commitments are followed up domestically with comprehensive laws.

The only alternative is for G20 leaders to admit defeat, and instead consign whistleblowers, employees, consumers and
the citizens who suffer the consequences of institutional and financial malpractice, to their individual and collective fates.

2. High-level commitment is needed to address weakness, fragmentation and inefficiency in
corporate governance and private (e.g. financial and corporate) sector whistleblowing rules,
as well as continued work on the public sector laws

The results show that it has become important, through G20 cooperation, for leaders to consider how best to go about
collaboratively strengthening whistleblowing as part of good corporate governance and private sector regulatory rules - not
focusing solely on the public sector.

Many initiatives including those sponsored under UNCAC and OECD public sector governance principles, focus on the
remedying of corruption and financial risks as if public sector integrity is the main problem. While this should remain a focus,
there is also a great need for action in achieving more comprehensive and efficient ways of using whistleblowing to help ensure
good corporate governance, within and across national borders, as part of the building of collective economic resilience.
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Further, history suggests that unless the challenge of corporate governance and private sector regulation is met, then
G20 efforts will not have addressed the areas of action that are most likely to deliver the best outcomes in terms of effective
prevention of poor or corrupt financial practices of the highest risk to growth and stability.

From these results, a strong focus on cooperation to achieve best practice whistleblowing protection in the
corporate sector canalso contribute to growth and efficiency, by heading off areal risk of costly, inefficient economic burdens. Our
findings highlight the contrast between most countries, who have weak or largely non-existent systems for whistleblower
protection in the financial and corporate sector; and the United States, which has the most comprehensive protections, but
which are notorious for multiplicity, inefficiency and fragmentation — with attendant costs on business.

Countries that have not yet moved comprehensively to implement whistleblower protection in the private sector are
thus in the advantageous position of being able to prevent this result. However, this will only occur if a concerted effort is
made to articulate a better, more streamlined form of best regulatory practice than has yet been identified through other
international standard-setting and cooperation.

3. G20 cooperation for more comprehensive whistleblower protection should focus on the three
areas of greatest challenge:

o Clear rules for when whistleblowing to the media or other third parties is justified or necessitated by the
circumstances

g Clear rules that encourage whistleblowing by ensuring that anonymous disclosures can be made, and will be
protected

e Clear rules for defining the internal disclosure procedures that can assist organisations to manage
whistleblowing, rectify wrongdoing and prevent costly disputes, reputational damage and liability, in the
manner best suited to their needs.

These three areas represent the largest gaps in legislation, across both the public and private sectors. By focusing on
cooperation for new solutions in these specific areas, G20 leaders will be able to more effectively drive the cooperation needed
to enhance the quality and workability of whistleblower protection systems across the board.

A three-tiered system of reporting channels, including clear external avenues to third parties such the media,
members of parliament, NGOs and labour unions - where necessary - is increasingly recognised as vital to effective
facilitation of the disclosure of public interest wrongdoing. However, the rules necessary to achieve this are very much lacking in
existing legislation. Business recognises that such rules create a powerful incentive for companies to recognise and respond to
whistleblowing more effectively in order to prevent the need for reputational damage in the public domain. For example, Bob
Ansell, controls and compliance manager for Philip Morris Limited, has described such protection as making ‘a compelling case’
for his organisation to develop an effective approach to learning about wrongdoing first:‘l would much rather people speak to
me than a newspaper or Today Tonight’ (Mezrani 2013).

Anonymous channels are critical to get those who know about corruption in the door to auditors or regulators, in
the first instance. Without them, a government institution or a corporation may never know about wrongdoing. At present,
however, whistleblower protection rules may actually deter whistleblowing by providing no protection unless employees first
identify themselves. Research and experience shows that whistleblowers will often identify themselves, and provide invaluable
information, if first afforded the facility to make an anonymous disclosure or enquiry, in the knowledge that, if later identified,
protection will extend to their original disclosure.

By cooperating for effective rules that overcome this hurdle, G20 countries can take a quantum leap in embedding
realistic whistleblower protection in financial and other regulatory systems.
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Internal disclosure procedures are the mechanisms by which organisations — public or private - adapt whistleblower
protection principles to their own environment. In particular, by setting out an organisation’s own processes for investigating
and remedying reported wrongdoing, and for supporting and protecting whistleblowers internally wherever possible, such
procedures contribute to good corporate governance, the prevention of financial loss and the minimisation of labour disputes.

The analysis indicates that only 2 countries have very/quite comprehensive provisions outlining what procedures
public sector organisations must put in place; and no countries have comprehensive requirements in place for private sector
organisations. By collaborating to identify the elements of best practice procedures, especially in the private sector, and then
using these to shape consistent, efficient, best practice regulation for requiring and promoting such procedures, the G20 can
play a vital role.

G20 leaders are uniquely placed to drive these difficult, but strategic reforms. While the patchy progress revealed by
this analysis could be seen as negative, clearer insights into what is needed confirm that the G20 has a tremendous opportunity
to provide leadership on important regulatory and governance challenges that no-one else is likely to solve. These reforms
are in the interest not only of whistleblowers and corruption-fighters, but everyone with an interest in the good governance,
accountability, transparency and performance of governments and corporations. While action across all the criteria identified
here should remain important to governments, the analysis indicates that these should be the specific foci of the next G20
anti-corruption action plan.

A
All G20 countries should act promptly to improve their whistleblower laws and procedures in order to

provide clear, loophole free protections and disclosure channels for government and
corporate employees.
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( OUR RECOMMENDATIONS )

COMPANIES MUST
LI:FENIESE'JLEBBIECI)VCV:ERDFE!)\:IIQFEP S DRAMATICALLY mMprOVE THER
P PROTECTIONS TO KEEP PACE WITH PROTECTIONS
REMAINS AKEY PRIORITY. I] l] ["] FOR GOVERNMENT WORKERS.

Whistleblower protection should remain a key
priority area in G20 leaders’ integrity and an-
ti-corruption commitments, as reflected by public
opinion across countries.

e /' A high-level commitment is needed to address
weakness, fragmentation and inefficiency in corpo-
rate governance and private sector (e.g. financial and
corporate) whistleblower rules, as well as continued
work on the public sector laws.

IMPROVING KEY FAILINGS ACROSS THROUGH ON THEIR OWN PROMISES TO IMPROVE
THE G20. PROTECTIONS.

G20 focus on increasing whistleblower protection Following the commitment outlined in the 2015-2016 Anti
should focus on the three areas of greatest common Corruption Implementation Plan, we recommend that G20
i countries use this report to

"Ij clear rules for when whistleblowing to the media or Assist in an honest self-assessment to which
N M- other third partiesis protected, and justified or neces- Q they have committed under the Plan

FOCUS MUST CONTINUE on@ G20 COUNTRIES wusrrotiow

sitated by circumstances;

o clear rules that encourage whistleblowing by ensuring /<» \Engagedirectlyandupenlywithindependent

\o anonymous disclosures can be made and will be R experts, civil society organisations and media or-

| et ganisations in the conduct of that assessment, to

________________________________________________________ : ensure that quality appraisals occur which translate
into action.

— /clearrulesfordefiningtheinternaldisclnsure proce- 5 '

= *[ dures that can assist organisations to manage whis- §
tleblowing, rectify wrongdoing and prevent costly dis- ‘ q
putes, reputational damage and liability, in the manner , ‘

hest suited to their needs.
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D.  Country Analysis
1 Argentina

Rating of legislative regime against international principles

. Very or quite comprehensive Somewhat or partially . Absent / not at all comprehensive
comprehensive

Principle Public Sector Private Sector

EEREEEEREEERERE

N
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Laws assessed

B Law 25.764 (Defendants and Witnesses Protection National Program Law of 2003)

Discussion / qualitative snapshot

[ Whistleblower protection in Argentina is limited. There is no dedicated whistleblower protection legislation in
either the public or the private sector. However, there is piecemeal protection to be found in other laws. &

W Law 25.764 (Defendants and Witnesses Protection National Program Law of 2003) protects witnesses who
disclose criminal activity that relates to terrorism, kidnapping or drug trafficking (institutional violence),
organised crime, human trafficking and crimes against humanity committed between 1976-1983.°

Il However, there are several governmental bodies to which whistleblowers can make disclosures (notably with
no real protection), but those complaints can be made ‘anonymously’:

@ Oficina Anticorrupcion, which has an online facility to make disclosures. However, the form is
not secure;

@ Fiscalia de Investigaciones Administrativas Auditoria; and

@ The Public Prosecutor. The General de la Nacién (national general auditor)’’ and the Defensor del Pueblo
de la Nacién (Public Defender, an Ombudsman)'? do not accept disclosures themselves.

B Anonymity, whilst proffered, is difficult to achieve as it is only relevant for the pre-trial stage. The
constitutional principle of the ‘right to defence’ means that anonymity cannot be maintained for the
trial of corruption charges.

B 1n2012, Freedom House produced a highly critical report on whistleblower protection in Argentina. In its report,
it found: “Argentina has no law to protect whistleblowers or anticorruption activists. Allegations of corruption
are frequently and abundantly, though not always informatively, dispensed by the media. Lack of information
does not seem to be the reason why allegations of corruptions go unpunished in Argentina. Rather the main
obstacles seem to be that incumbents tend to select political allies to fill high ranking judicial positions and that
sitting judges refrain from prosecuting elected officials while they are in office or as long as they wield some
power.'*

B Encouragingly, there are some cases of companies (including financial institutions) that have established
internal whistleblowing procedures (see, for example, Banco Hipotecario™) as part of their corporate
governance framework.

B There are about 16 witness protection programmes in all of Argentina (not whistleblower).

B Eachoperatesdifferently,respondstoadifferentauthority (police, prosecutor, minister)varyingtheextentofeach
programme. Theseprogrammes arein Ciudad de Buenos Aires, Buenos Aires, Catamarca, Chubut, Cérdoba, Entre
Rios, Jujuy, La Rioja, Misiones, Neuquén, Santa Cruz, Santiago del Estero, Santa Fe, Tierra del Fuego, Tucumdn).™®

B The lack of protection for whistleblowers is illustrated by the case of Hernan Arbizu, who in 2008
revealed a comprehensive tax evasion scheme orchestrated by JP Morgan in Argentina. The
investigation into that wrongdoing has paused yet the bank are continuing to try and prosecute Arbizu in the
US for an unrelated fraud. Arbizu has neither money nor support to defend himself and has considered suicide.””

B FCPA Americas reported that in 2014, 14 tips were reported to the US Securities and Exchange Commission
from Argentina. This is up from six tips in 2013 and one in 2012.78

8 https://www.globalintegrity.org/global/the-global-integrity-report-2010/argentina/

9 http://government.defenceindex.org/sites/default/files/documents/Gl-assessment-Argentina.pdf
10 http://www.anticorrupcion.gov.ar/denuncias_01.asp

11 http://www.agn.gov.ar/

12 http://www.dpn.gob.ar/

13 Transparency International, Argentina (Poder Ciudadno)

14 http://www.freedomhouse.org/report/countries-crossroads/2012/argentina#.U45SSXq2SztA

15 http://www.hipotecario.com.ar/media/pdf/MEMYBALINGPRINT2012.PDF

16 Transparency International, Argentina (Poder Ciudadno)

17 http://www.buenosairesherald.com/article/183206/%E2%80%98argentines-don%E2%80%99t-frown--on-evasion%E2%80%99
18 http://fcpamericas.com/english/enforcement/whistleblowers-2014-year-review/#
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Rating of legislative regime against international principles

Somewhat or partially ‘ Absent / not at all comprehensive
comprehensive

‘ Very or quite comprehensive
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CE

Laws assessed

Public Interest Disclosure Act 2013

Corporations Act 2001

Banking Act 1959

Life Insurance Act 1995

Superannuation Industry (Supervision) Act 1993
Insurance Act 1973

Australian Secret Intelligence Organisation Act 1979

Telecommunications (Interception and Access) Amendment (Data Retention) Act 2015

Discussion / qualitative snapshot

Australian whistleblower protection rules are fairly comprehensive for the public sector, with federal and state
legislation now covering all jurisdictions. Across the board, Australian public sector legislation is strong in
requiring organisations to have internal procedures not only for facilitating disclosures, but also for
protecting and supporting employees who report wrongdoing.™

However in other respects, there remain significant differences between jurisdictions. For example, while
the definitions of reportable wrongdoing and who may be covered are very comprehensive under the
federal Public Interest Disclosure Act 2013, whistleblower reports about wrongdoing by members of parliament,
ministerial staff or the judiciary are not protected; by contrast, under Australian state whistleblowing
legislation, reporting of wrongdoing committed by all public officials (including politicians and judicial
members) is typically protected.

In Australia’s Public Interest Disclosure Act 2013, there is a large carve-out, under which protections do not
apply to wrongdoing disclosed externally (such as to the media) which involves any wrongdoing in or by an
intelligence agency; information coming from an intelligence agency; or other intelligence-related

material. The implications of this carve-out are likely to become worse as penalties are made heavier for
unauthorised disclosure of intelligence-related information by anyone, including non-public servants, as cur-
rently proposed. The carve-out also includes certain sensitive law enforcement information. This is
problematic as these sectors, like any others, are not immune from corruption and other wrongdoing.?

Conversely, while disclosures to the media may qualify for protection federally (other than in most intelligence
matters) and in some state jurisdictions, in other states public servants who blow the whistle to the media are
still subject to criminal or disciplinary penalties.

In the private sector, legislative protection is considerably weaker. The primary provisions are contained
in Part 9.4AAA of the federal Corporations Act 2001 (inserted in 2004, after the US Congress enacted the
Sarbanes- Oxley Act). However the scope of wrongdoing covered is ill-defined, anonymous complaints
are not protected, there are no requirements for internal company procedures, compensation rights are
ill-defined, andthereis nooversightagencyresponsible forwhistleblower protection. Theseprovisions have been
subject of widespread criticism and are the focus of a federal parliamentary committee inquiry into, among
other matters, the protections afforded by the Australian Securities and Investments Commission to corporate
and private whistleblowers.?’

Other limited protections provisions exist for whistleblowers who assist regulators in identifying breaches of
industry-specific legislation such as the federal Banking Act 1959, Life Insurance Act 1995, Superannuation
Industry (Supervision) Act 1993 and Insurance Act 1973, but these types of protections are also typically vague
and ill-defined, with no agency tasked with direct responsibility to implement them.

19 See Brown, A. J. (2013), 'Towards ‘ideal’ whistleblowing legislation? Some lessons from recent Australian experience; E-Journal of International and Comparative Labour Studies, September/October, 2(3):
153-182; Dworkin, T. M. and Brown, A. J. (2013), 'The Money or the Media? Lessons from Contrasting Developments in US and Australian Whistleblowing Laws; Seattle Journal of Social Justice 11(2): 653-713.
20 See: http://www.canberratimes.com.au/comment/antiterrorism-reforms-put-democracy-at-risk-20140810-102frj.html ;
http://www.aph.gov.au/Parliamentary_Business/Bills_Legislation/Bills_Search_Results/Result?bld=s969

21 See http://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Economics/ASIC.
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I In October 2014, the Federal Government passed an amendment to an existing intelligence agency law
(Australian Secret Intelligence Organisation Act 1979) (the new Section 35P). This amendment makes it
illegal for a person (including a journalist, an MP or any other), from reporting about a ‘special intelligence
operation, punishable by 5-10 years jail. A special intelligence operation is one that is called as such by the
Attorney-General. The amendment seriously curtails the ability for a whistleblower to come forward, or for
a journalist to report on the wrongdoing.”? As with many other related laws that ‘creep’ on whistleblower
protection, this legislation has a strong deterrent factor for whistleblowers fearful of serious criminal reprisal
should they come forward.

I This legislation was passed as part of a suite of ‘national security legislation’ in late 2014 and early 2015. In
early 2015, a data retention scheme passed the parliament (the Telecommunications (Interception and Access)
Amendment (Data Retention) Act 2015). Although this has a broad remit, it has the potential to affect and
dissuade whistleblowers (perhaps notably in the national security sector) as their anonymity in making the
disclosure may be compromised. For this reason, the authors have downgraded Australia in the public sector
to a ‘2’ for Provision and protections for anonymous reporting (criteria 7).

I Many high-profile whistleblower cases have continued to emerge in 2015 in various sectors including
insurance?, foreign bribery**, finance* and others.

22 For further reading, see http://www.aph.gov.au/DocumentStore.ashx?id=4d0909c0-331e-40b2-b61c-76ff4aa0e21d&subld=299077

23 http://www.smh.com.au/business/banking-and-finance/insurance-whistleblower-tells-of-greed-is-good-mentality-20150406-1mf1m4.html

24 http://www.canberratimes.com.au/national/public-service/federal-police-investigate-surge-in-foreign-bribery-allegations-20150414-1mkllo.html

25 http://www.smh.com.au/business/comment-and-analysis/cba-funds-defamation-action-against-consumer-advocate-michael-fraser-20150414-1mjyae.html
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Laws assessed

Law 8.112 of 1990 (Civil Service)

Law 8.443 of 1992 (Organic Law of the Court of Accounts of the Union)

Law 12.846 of 2013 (Anti-Corruption).

Discussion / qualitative snapshot

Whistleblower protection is Brazil is extremely limited. Beyond standard protections offered to
witnesses in criminal cases, three laws refer to whistleblowing directly: Law 8.112 of 1990 (Civil Service), Law
8.443 of 1992 (Organic Law of the Court of Accounts of the Union), and Law 12.846 of 2013 (Anti-Corruption).

In the public sector, Law 8.112 of 1990 was amended in 2011 (by the Freedom of Information Law 12.527 of
2011) to:
® Make it the duty of all civil servants to “bring irregularities of which they have
knowledgebecauseoftheirpositiontotheattentionoftheirhigherauthority”or“anothercompetent
authority” where there is suspicion of involvement or knowledge by their higher authority
(Art 116-1V);

@ Protect any public servant from civil, criminal or administrative liability for “giving to their
higher authority, or... other competent authority... information concerning the commission
of crimes or misconduct of which he is aware, due to his financial position, job or function”
(Art 126-A).”

However, this law does not provide for confidential disclosures, nor does it provide recourse against retaliation.

Some protection is afforded for external disclosure as parliamentary immunity is provided for in Article 53 of
the Federal Constitution of 1988, which states: “The Senators and Representatives shall be inviolable civil and
criminally, for any of their opinions, words and votes”. So, if a Senator or Representative makes the external
disclosure externally, protection by immunity is granted. Law 8.443 of 1992 provides that any citizen, political
party, association, union or professional association may file a complaint with respect to irregularities and
violations of the national audit law. This law therefore covers both the public and private sectors. It specifically
provides that disclosures to the Brazilian Court of Audit (TCU) regarding bribery are to be treated as
confidential.®® While the definition of who can make such a disclosure is comprehensive (i.e. no limitations are
placed upon it) it is specific to the TCU and the Federal Court of Accounts and contains no protections against
potential retaliation.

Law 12.846 of 2013 (Anti-Corruption) encourages companies to institute internal disclosure procedures and
incentives for “the reporting of irregularities,” by making this a factor taken into consideration when applying
sanctions for corrupt conduct - such as domestic or foreign bribery, fraud on the public purse, or breaches of
tendering.”® However, there is no general whistleblower protection law for private sector entities.

FCPA Americas reported that in 2014, six tips were reported to the US Securities and Exchange Commission
from Brazil >

26 See OECD, ‘Brazil: Phase 2, Report on the application of the convention on combating bribery of foreign public officials in international business transactions and the 1997 recommendation on combating
bribery in international business transactions, (Directorate of Financial and Enterprise Affairs, 7 December 2007), 15.
27 See also Article 19,’Memorandum on the Draft Bill on Access to Information of Brazil’ (July 2009), London, 13-14.

28 Ibid, 15-16.

29 Article 7 (viii), Law 12.846 of 2013.
30 http://fcpamericas.com/english/enforcement/whistleblowers-2014-year-review/#
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Laws assessed

[ Public Servants Disclosure Protection Act

W Criminal Code of Canada (Section 425)

Discussion / qualitative snapshot

W Canada has two federal laws dealing with public interest disclosure: the Public Servants Disclosure Protection
Act and the Criminal Code of Canada (Section 425).>!

I Passed in 2007, the Public Servants Disclosure Protection Act is a dedicated law to provide whistleblower
protection for federal government employees, and created a dedicated government agency to receive and
investigate complaints of wrongdoing and reports of whistleblower reprisals (Public Sector Integrity
Commissioner, PSIC). On paper, the law and the agency contain many elements considered to be needed to
protect employees from retaliation. However, several NGOs have been critical of how the PSIC implements the
law and say the law needs to be improved. The formal five-year review of the law is now two years overdue.

B According to the Federal Accountability Initiative for Reform (FAIR),>> “More than twenty years after the
first promises by politicians, Canada still does not have effective laws to protect truth-tellers and to enable
wrongdoing in the public service to be exposed.”** Canadians for Accountability stated that the law “has been
extensively criticised as setting too many conditions on whistleblowers and for protecting wrongdoers.”*

B FAIR has identified many weaknesses with the Public Servants Disclosure Protection Act and Canada’s
whistleblower system in general, including that the Act does not grant to the PSIC the authority to order
corrective actions, sanction wrongdoers, initiate criminal proceedings or apply for injunctions to halt ongoing
misconduct. According to FAIR, the PSIC can report wrongdoing to other authorities “and hope that something
happens as a result.”*

[ The only federal provision that applies to employees of private companies is a section in the Criminal Code that
bans retaliation for those who report criminal offences.’* However, NGOs have been unable to identify any
example of this provision being used.

I AsofSeptember 2015 there are no active cases before the Public Servants Disclosure Protection Tribunal, where
retaliation victims can seek remedies and compensation. All six cases recorded have either settled or have been
withdrawn. Three of the cases involved long-term employees of Blue Water Bridge Canada® who were all fired
on 19 March 2013, including the vice president for operations. The PSIC says the former CEO misused public
money and violated the code of ethics when he gave two managers severance payments worth $650,000.3

W In five of six cases that the Integrity Commissioner has referred to the Tribunal, he has declined to ask the
Tribunal to sanction those responsible for the reprisals. In the one case in which the Commissioner called for
sanctions, he has since reversed himself and now says there were no reprisals. The whistleblower’s lawyer has
initiated a judicial review to contest this reversal.

B In April 2014 Canada’s Auditor General found “gross mismanagement” in the handling of two PSIC cases. The
audit criticised ‘buck-passing’ by top managers, slow handling of cases, the loss of a confidential file, poor
handling of conflicts of interest, and the inadvertent identification of a whistleblower to the alleged
wrongdoer.**

[l In October 2012 PSIC Commissioner Mario Dion removed FAIR Executive Director David Hutton from a
government whistleblower advisory committee after Hutton publicly criticised Dion’s office, echoing the
findings of a judicial review. In solidarity, two other NGOs - Canadians for Accountability and Democracy
Watch - resigned the committee.
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I Many high-profile whistleblower cases have emerged in Canada in recent years, including Sylvie Therrien,
who was suspended in 2013 for revealing that employment insurance investigators were told to harass and
penalise deserving applicants; Edgar Schmidt, who revealed in 2013 that for 20 years the Justice Department
was not ensuring that all proposed laws complied with the Canadian Charter and Bill of Rights; and Evan
Vokes, an engineer who reported in 2012 that TransCanada Pipelines often failed to comply with pipeline
safety and reliability codes.*° In 2014 Therrien was awarded the Golden Whistle Award for her bravery by
another whistleblower protection NGO working in Canada, Canadians for Accountability.*’ Vokes won the
award in the previous year.

B In addition to the federal law, a number of provinces have whistleblower laws for government employees,
including Alberta, Manitoba, Newfoundland, New Brunswick, Nova Scotia, Ontario and Saskatchewan. New
Brunswick and Saskatchewan have laws covering the private sector.

I As of September 2015, there are no known cases listed for hearing before the Public Servants Disclosure
Protection Tribunal.*?

B However, some cases have delivered on their promise of revealing wrongdoing including a case involving a
Canadian meat processor. The company pleaded guilty in April 2015 to selling meat containing E. coli. This is
despite the fact that the meat processor still describes the whistleblower as a disgruntled employee.****

32 FAIR was founded by Joanna Gualtieri, who exposed extravagance in the purchase of overseas accommodation Foreign Affairs staff.
33 “The Canadian Experience,’ Federal Accountability Initiative for Reform.

34 “About Accountability & Whistleblowing,” Canadians for Accountability.

35 “What's Wrong with Canada’s Federal Whistleblower Legislation,” Federal Accountability Initiative for Reform.

36 “UNCAC Implementation Review, Civil Society Organization Report,' Transparency International Canada, October 2013.

37 Blue Water Bridge Canada is a Crown corporation that operates a bridge linking Ontario with Michigan.

38 Public Servants Disclosure Protection Tribunal Canada.

39 “Audit finds ‘gross mismanagement’in two integrity watchdog cases,” CBC News, 15 April 2014.

40 Federal Accountability Initiative for Reform.

41 http://canadians4accountability.org/golden-whistle-award/

42 http://www.psdpt-tpfd.gc.ca/Cases/HearingSchedule-eng.html

43 http://www.cbc.ca/news/canada/british-columbia/pitt-meadows-meats-expected-to-plead-guilty-in-e-coli-case-1.3029191
44 http://www.cbc.ca/news/canada/british-columbia/pitt-meadows-meats-apologizes-pleads-guilty-in-e-coli-case-1.3030730
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Laws assessed

Rules of the People’s Procuratorates on Whistleblowing Work (SPP Rules)
Criminal Procedure of the People’s Republic of China
Regulation on the Punishment of Civil Servants of Administrative Organs

Basic Standard of Enterprise Internal Control (2008)

Constitution of the People’s Republic of China (2004)

Discussion / qualitative snapshot

B One change was made to the ratings for China in 2015 - criteria 13 for the public sector was upgraded to a ‘2’
because of the new authority and obligations granted to the Supreme People’s Protectorate for informing
whistleblowers of their rights. The Protectorate, China’s top prosecution and investigation agency, amended

its Rules of the People’s Procuratorates on Whistleblowing Work (SPP Rules) on 27 October 2014.

B China has high-level rules providing some legal protection for whistleblowing across the public and private
sectors, beyond general protection applied to those reporting criminal activity.*

| Protection of public sector whistleblowing is included in the protection of freedom of speech provided
under Article 41 of the Constitution of the People’s Republic of China (2004). This provides:

o “Citizens of the People’s Republic of China have the right to criticize and make suggestions to any
state organ or functionary. Citizens have the right to make to relevant state organs complaints
and charges against, or exposures of, any state organ or functionary for violation of the law or
dereliction of duty; but fabrication or distortion of facts for the purpose of libel or frame-up is prohibited.

9 The state organ concerned must deal with complaints, charges or exposures made by
citizens in a responsible manner after ascertaining the facts. No one may suppress such complaints, charges
and exposure, or retaliate against the citizens making them.

9 Citizens who have suffered losses through infringement of their civic rights by any state organ or
functionary have the right to compensation in accordance with the law.” %

I These principles apply to all citizens alleging wrongdoing by the state, including state employees. However,
they are very high-level principles, with few if any detailed rules or mechanisms for making clear the scope of
wrongdoing that may be disclosed, how it should be disclosed, how retaliation will be prevented or how
remedies will be awarded. The main mechanism is contained in the Regulation on the Punishment of Civil
Servants of Administrative Organs, which makes it punishable by demerit, demotion, removal or dismissal
for a civil servant to: “repress criticism, conduct retaliation, withhold or destroy reporting [whistleblowing]
letters, or disclose details of the reporting person [whistleblower] to the person being reported against”
(Article 25(2)).4
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I In the private sector, whistleblowing protection is extended through the Basic Standard of Enterprise
Internal Control (2008) (also referred to as “China SOX”), Article 43 of which requires all Chinese listed
companies to “set up an exposing and complaining system and a whistleblower protection system, set up
a special telephone line for exposing offenses, set down the procedures, time limit and requirements for
handling reported offenses and complaints, and ensure that exposure and complaining are an important
channel for the enterprise to efficiently get information. All staff shall be informed of the exposing and
complaining system and the whistleblower protection system [in a timely manner]."*

m China’s Labour Contract Law, Labour Dispute Resolution Law or Regulation on Labour Security also have the
ability to support protection of whistleblowers by providing avenues for remedies where employers fail to
protect their employees.*

Il There are concerns with each of these laws. First, they operate at a high level of generality and abstraction,
with limited evidence of more detailed rules emerging or having any effect in practice. Second, no provision
is made for anonymous or confidential reporting. Third, the authorities to which complaints are made are
not external except in the case of private sector disclosures. Fourth, the private sector provisions are focused
on breaches of corporate law, fraud and corruption, rather than broader classes of wrongdoing, and only
apply to listed companies in China. This provides no coverage for business not listed on the stock exchange or
foreign companies. Finally, concerns have been raised about the ability of the legal system in China to enforce
these provisions.*°

B In late 2014 President Xi Jinping continued to press in his fight against corruption and through an
announcement by the Supreme People’s Protectorate (China’s top prosecuting body) it announced that new
regulations would be introduced to protect whistleblowers. The statement provides, among other things:
“The ‘regulations governing the work of whistleblowers’ require that when the prosecutor’s office receives a
whistleblowing report from someone giving their real name, it has to assess the risks from the whistleblowing
and develop whistleblower protection plans when necessary to prevent and end acts of retaliation against the
whistleblowers,”>’

I The new rules only concern the public sector. The regulation includes nominated amounts for compensation,
as well as obligations on the prosecuting body to inform a whistleblower of their rights.*?

Il There still exists concern for whistleblowers who reveal wrongdoing outside of official internal (in the public
service only) channels.>

The recognition of the importance of whistleblowers appeatrs to be increasing according to Forbes: “Almost
every major fraud or corruption crisis faced by multinational companies in the past year kicked off because of
a whistleblower allegation. According to Chinese officials, four out of every five anti-corruption investigations
are initiated by whistleblower.”>*

45 Criminal Procedure of the People’s Republic of China. See Pattie Walsh, ‘China’in Whistleblowing: An employer’s guide to global compliance (DLA Piper, 2013) 13.

46 See http://www.asianlii.org/cn/legis/const/2004/1.html#A041.

47 See Regulation at http://www.gov.cn/zwgk/2007-04/29/content_601234.htm; Global Integrity Report 2011 https://www.globalintegrity.org/global_year/2011/.

48 See Rachel Beller (2002) (Beller) ‘Whistleblower protection legislation of the East and West: Can it really reduce corporate fraud and improve corporate governance? A study of the successes and failures of49
whistleblower protection legislation in the US and China, Vol 7, NYU Journal of Law and Business, 873 at 894.

49 See http://www.asianlii.org/cn/legis/const/2004/1.html#A041

50 See for example Beller (2002),

51 http://www.reuters.com/article/2014/10/28/us-china-corruption-whistleblowers-idUSKBNOIH07Q20141028

52 http://www.steptoe.com/publications-9954.html

53 http://rt.com/business/200379-china-whistleblowers-corruption-protection/

54 http://www.forbes.com/sites/riskmap/2015/02/12/behind-chinas-corruption-crackdown-whistleblowers/
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Laws assessed

B Art. L. 1161-1 of the Code du Travail (Labour Law), as inserted by Article 9 of the LOI n°2007-1598 du
13 novembre 2007 relative a la lutte contre la corruption

Bl LOIn°2013-316 du 16 avril 2013 relative a I'indépendance de I'expertise en matiére de santé et
d’environnement et a la protection des lanceurs d’alert

B 101n°2013-907 du 11 octobre 2013 relative a la transparence de la vie publique

B L[OIn°2013-1117 du 6 décembre 2013 relative a la lutte contre la fraude fiscale et la grande délinquance
économique et financiére

B Criminal Procedure Code

Discussion / qualitative snapshot

m Since 2007 France has legally protected whistleblowers in the private sector from reprisal from their
employers by protecting witnesses acting in good faith who testify about corruption observed in the course
of their duties.** Protection against unfair dismissal is explicitly included in the Law.>® France is one of the few
countries to have embarked on legal protections for whistleblowers in the private sector, and to do so as an
early adopter with foresight that whistleblower protection across both public and private spheres would
be critical

B The delay in the implementation of whistleblower protection for the private sector until 2007 (and then in the
public sectorin 2013-14) is credited by some sociologists as a hangover from the Vichy regime and the German
“Occupation” of France during the 1940s.>” Concerns expressed by trade unions about violating employees’
dignity and rights to privacy, as well as strong debate about data protection, side-lined attempts in 2005-07
by companies to set up internal whistleblower procedures. However, since then, around 3 000 companies have
submitted internal whistleblowing schemes for approval to the French Data Protection Authority .>

B Following a major public health scandal in France (the drug Mediator, 2010), France passed a law in 2013 for
whistleblowing on environmental safety and public health. This included whistleblower provisions similar to
the 2007 law, except that the protection against unfair dismissal was not included. It also gives a
non-exhaustive definition of a whistleblower. Following the former Budget Minister Jéréme Cahuzac scandal,
two anti-corruption laws passed in 2013 that contain two whistleblower clauses.

B In 2013 France took major steps to improving whistleblower protection legislation, though protection is
limited to a number of areas of wrongdoing:

B Graverisks to environmental safety or public health; *°

B Conflicts of interest of elected officials or government members; %°

m Offences and crimes (for public and private sectors); ©'

m Confiicts of interests for public sector (now pending in Parliament).

57 http://www.huffingtonpost.fr/2014/03/21/lanceurs-dalerte-francais-therondel-falciani-kerviel_n_5001240.html http://www.lemonde.fr/economie/article/2014/02/06/lanceurs-d-alerte-la-france-adopte-
enfin-une-legislation-protectrice_4361322_3234.html

58 Commission nationale informatique et liberté.

59 LOIn®2013-316 du 16 avril 2013 relative a I'indépendance de I'expertise en matiére de santé et d'environnement et a la protection des lanceurs d'alert http://www.legifrance.gouv.fr/affichTexte.do?cidTex
te=JORFTEXT000027324252

60 LOIn°®2013-907 du 11 octobre 2013 relative a la transparence de la vie publique http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000028056315

61 LOIn®2013-1117 du 6 décembre 2013 relative a la lutte contre |a fraude fiscale et la grande délinquance économique et financiére http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORF-

TEXT000028278976
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Il When a (public or private sector) whistleblower makes a disclosure in good faith relating to public health or the
environment, they are protected from reprisal from their employer by the Code of Public Health.®> Dismissal is
omitted among the protections and this law only gives a partial definition of a whistleblower.

I When a (public or private sector) whistleblower makes a disclosure in good faith relating to a conflict of
interest of an elected official or government member, they are protected from reprisal from their employer.®
The law sets up its independent whistleblower agency (Haute Autorité de la Transparence) and allows the
disclosure to anti-corruption NGOs.

B When a (public or private sector) whistleblower makes a disclosure in good faith relating to offences and
crimes, they are protected from reprisal from their employer.®* The disclosure can be either internal or
external, including to the media.®* As with disclosures in relation to public health and the environment, there
is a reverse burdenof proof. This is the only law that directs protects disclosures made to the media.

m In an added layer of accountability, the law on Tax Fraud and Economic Delinquency grants approved
civil society organisations to bring civil claims against those who have committed such offences, in place of
the public prosecutor.® In addition, this Law modified the Criminal Procedure Code (art. 40-6). From now on,
whistleblowers disclosing information in respect of corruption and breaches in integrity may, on their request,
contact the Central Service for the Prevention of Corruption,” with the help of the Public Prosecutor.

I There remains no clear and comprehensive definition of a whistleblower, no independent body explicitly
dedicated to the protection of whistleblowers (except for Haute Autorité de la Transparence), no
specified secure channels (internal or external), no protection for external, anonymous or confidential
disclosures, no sanctions for those who retaliate, nor has there been effective implementation. Reported cases
of whistleblowing are still very rare. A thorough evaluation of the implementation of the new laws still
remains to be done. In the long run, implementation should result in unifying the law applicable in
whistleblowing matters.

B In April and May of 2015, the French Parliament was considering amendments to its national
security law, which would recognise the official status of whistleblowing in the national security sector. It would
allow the disclosure of wrongdoing to the newly created CNCTR (National Control Commission for Technical
Intelligence).%

B Inaddition to the piecemeal protections currently present in French law, an additional provision has been
proposed for civil servants who disclose conflicts of interest.%® This was introduced in June 2015 with
discussion and voting scheduled for September 2015.

Il Despite these proposed amendments, protection for whistleblowers in 2015 has not improved in any material
sense.”’

62 http://www.legifrance.gouv.fr/affichCodeArticle.do?cidTexte=LEGITEXT000006072665&idArticle=LEGIARTI000027325269&dateTexte=&categorieLien=cid

63 http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000028056315#LEGISCTA000028057471

64 http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000028278976#LEGISCTA000028280585. Also note that this creates separate laws per Article 6b A of Loi n° 83-634 du 13 juillet 1983 portant
droits et obligations des fonctionnaires. Loi dite loi Le Pors.Act Loi Le Pors.
http://www.legifrance.gouv.fr/affichTexteArticle.do;jsessionid=2AC9A385COAF3CCEFAC96BB2D3FFDEIE.tpdjo01v_3?cidTexte=JORFTEXT000000504704&idArticle=LEGIARTI000028286359&dateTex
te=201405308&categorieLien=id#LEGIARTI000028286359 (and) Article L1132-3-3 of the Labor Code http://www.legifrance.gouv.fr/affichCodeArticle.do;jsessionid=2AC9A385COAF3CCEFAC96BB2D3FFDESE.
tpdjo01v_3?cidTexte=LEGITEXT000006072050&idArticle=LEGIARTI000028285724&dateTexte=20140530&categorieLien=id#LEGIARTI000028285724

65 http://www.justice.gouv.fr/le-ministere-de-la-justice-10017/service-central-de-prevention-de-la-corruption-12312/

66 Code de procédure pénale - Article 2-23, authorised by LOI n°2013-1117 du 6 décembre 2013 - art. 1

67 http://www.justice.gouv.fr/le-ministere-de-la-justice-10017/service-central-de-prevention-de-la-corruption-12312/

68 http://www.franceinfo.fr/actu/politique/article/un-statut-officiel-pour-les-lanceurs-d-alerte-667057

69 http://www.gouvernement.fr/conseil-des-ministres/2015-06-17/lettre-rectificative-au-projet-de-loi-relatif-a-la-deontolog , http://www.weka.fr/actualite/statut/breve_juridique/droits-obligations-fonction-

naires/

70 http://multinationales.org/Protection-des-lanceurs-d-alerte-la-France-en-retard
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Laws assessed

B Criminal Code of Germany (Chapter 30, Sections 331-337)

Discussion / qualitative snapshot

[ Germany has no specific legal protections for whistleblowers other than a limited provision that applies only
to public officials who report bribery and the offering or acceptance of any gratuity with respect to any office
holder’s position. These are contained in the Criminal Code of Germany (Chapter 30, Sections 331-337).

B Nor is there a dedicated agency at the national level to receive or investigate whistleblower disclosures
or complaints. It is largely up to labour courts to decide whether a whistleblower should be protected or
compensated — and such decisions depend significantly on an employee’s behaviour and the potential harm
adisclosure causes to the employer.

Public sector

B Germany’s secrecy clauses were changed in 2009 to allow public officials to report suspicions of bribery
internally or to a public prosecutor. However, the Federal Labour Court has ruled that government
employees first should consider internal disclosures, lest they face dismissal for failing to correctly weigh
the public interest against their loyalty obligation.”

Public sector

I Labour courts have ruled that company employees who report wrongdoing in good faith cannot be dismissed
for this reason.”? Importantly, however, they have also ruled that even if a whistleblower was unjustly fired, an
employer can dissolve an employment contract if it is determined that constructive cooperation between the
two patrties is not likely. Additionally, the Federal Labour Court ruled in 2003 that the constitutional protection
of freedom of expression does not apply if a person acts anonymously.”

| Some companies offer access to external lawyers and have set up hotlines to which disclosures can be made
anonymously.”*”> Commonly, however, these lawyers are paid by and can only report to employers, and they
do not represent employees in court.

[ Some German states have government ombudsmen as well as hotlines that allow whistleblowers to report
anonymously. According to the Federal Ministry of Justice and Consumer Protection, many federal agencies
also have ombudsmen that have the legal right not to disclose the identity of people who disclose information
onillegal actions.

| In the last several years three political parties have introduced proposals in the German Parliament
(Bundestag) to clarify and improve whistleblower protections. In 2013 the two then-ruling parties rejected
the proposals, stating that existing protections were sufficient. The coalition agreement reached between
the two ruling political parties for 2013-17 calls on the government to assess whether current whistleblower
protections in the private sector meet international obligations.
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m Germany is the home of one of the most prominent whistleblower cases in Europe in recent years. Brigitte
Heinisch was a caregiver at a nursing home in Berlin when she reported to managers that some of the
residents were being poorly treated. Ignored, she filed a criminal complaint with the authorities, after which
she was fired. Three German courts rejected her claim to be reinstated, but the European Court of Human
Rights ruled in July 2011 that her right to freedom of expression’® had been violated. A key outcome of the case
was that an employee is not bound by a loyalty oath if an employer fails to remedy an unlawful act. Following
the European Court’s ruling, the Berlin Labour Court awarded Heinisch €90,000 in compensation. According
to the Federal Ministry of Justice and Consumer Protection, German labour courts must take this judgment
into account in future rulings.

[ Later,in 2014, Sascha Lex (a paramedic) fought a case in the employment and labour court in respect of wrong-
doing he revealed about the ambulance services. Part of the wrongdoing resulted in at least one death.”” The
Court’s approach in that case was similar to the general approach — whistleblowing is allowed because every
citizen has the right to speak up. This, however, is not comprehensive protection.

[ On 16 March 2015 a hearing was held in the Bundestag on proposed whistleblower protection laws (by
the Greens and Left parties). Various unions and the Whistleblower-Netzwerk spoke in favour of the laws.
Various people from large companies and employer organisations also spoke at the hearing, opposing the
introduction of such laws.

B In June 2015 the ruling Christian Democrats, the party of Chancellor Angela Merkel, rejected proposed
whistleblower laws submitted by the Green and Left parties. Despite the fact that Germany’s whistleblower
provisions are among the weakest in the G20, the Christian Democrats said a new law was not necessary.

71 “Protection of Whistleblowers: Study on Whistleblower Protection Frameworks, Compendium of Best Practices and Guiding Principles for Legislation,” OECD, 2011.

72 “Protection of Whistleblowers: Study on Whistleblower Protection Frameworks, Compendium of Best Practices and Guiding Principles for Legislation,” OECD, 2011.

73 Bundesarbeitsgericht, AZR 235/02, 3 July 2003.

74 Stephenson, Paul and Levi, Michael, “The Protection of Whistleblowers: A study on the feasibility of a legal instrument on the protection of employees who make disclosures in the public interest,” prepared
for the Council of Europe, 20 December 2012.

75 “Protection of Whistleblowers: Study on Whistleblower Protection Frameworks, Compendium of Best Practices and Guiding Principles for Legislation,’ OECD, 2011.

76  Under Article 10 of the European Convention of Human Rights.

77  http://www.rbb-online.de/panorama/beitrag/2014/08/prozess-arbeitsgericht-missstaende-beim-krankentransport.html
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Laws assessed

B Whistle Blowers Protection Act 2011
B Companies Act 2013

Discussion / qualitative snapshot

W India has two laws allowing for the protection of public interest disclosure, namely the Whistle Blowers
Protection Act the Companies Act.

I Following a debate of nearly four years, President Pranab Mukherjee signed the Whistle Blowers
Protection Act 2011 into law on 9 May 2014.%° The debate was closely followed by the media, and the
government took the reportedly unprecedented step of posting a draft of the law online and accepting public
comment for one month. The law applies to public sector wrongdoing.

B Even though it does not provide for physical protection, the new law was highly anticipated in a country where
dozens of people have been killed or attacked in recent years for exposing government and
corporate wrongdoing.

B From January 2010 to October 2011, 12 people were killed after they used India’s Right to Information Act
to obtain government information in order to reveal wrongdoing. At least 40 others were beaten or attacked
after filing requests under the law, which drew more than a half-million information requests from March

2010 through March 2011.%'

I Inone casein Bangalore, unknown assailants murdered S.P. Mahantesh, an auditor who exposed to The Hindu
newspaper information about irregular land allotments made to influential people.??

I Since 2004 the government’s Central Vigilance Commission has been empowered to receive public interest
disclosures. Typically, it receives several hundred complaints per year.’> The Commission cannot impose

penalties and can only issue recommendations.®*

[ The only private sector whistleblower protection rules are a new requirement, commenced in April 2014, for
companies to include an internal vigil mechanism which allows internal reporting of employee concerns
to auditors and where necessary, audit committees.

There are indications that whistleblowing is beginning to be accepted in the private sector. For example, the
multinational vehicle-maker Mahindra & Mahindra says that it works to raise awareness and provide training
on ethics and compliance issues including whistleblowing.®®

I There is strong civil society support for improvement to whistleblower protection rules and their
implementation, from a range of non-government organisations including he Commonwealth Human Rights
Initiative®” and Transparency International India.®® Many national, regional and local organisations provide
advice and support to whistleblowers and people who attempt to use the Right to Information Act to expose
wrongdoing.




Il In 2015, whistleblowing law in India appears to be taking a downward turn. In early 2015 the National

Democratic Alliance introduced an Amendment Bill to the Whistle Blowers Protection Act which would
significantly limit its scope, especially when the disclosure concerns matters of official secrecy.® The Bill would
forbid disclosure of any information or documents covered by the Official Secrets Act or any information
otherwise exempted under the Right to Information Act.*°

Included in the carve-outs proposed in the Bill are: any public interest disclosure that affects national
interests; any public interest disclosure that affects friendly relations with foreign states; and information
received in confidence from a foreign government.’’!

This is despite the Supreme Court of India ruling earlier this year that whistleblowers should not
prosecuted for disclosing secret / confidential documents of the government if it was in the

public interest.®> This case would likely have been decided differently if the proposed Bill was in place.

Whistleblowers continue to be under significant physical danger for making public interest

disclosures. For example, Ashish Chaturvedi (a whistleblower who disclosed information relating to the Mad-
hya Pradesh Professional Examination Board scam) reported another attempt to harm or murder him.*? Other
whistleblowers who were involved in this revelation have also died in what has been described as

mysterious circumstances.®® Some reports indicate that up to 25 deaths can be connected with the

disclosure.’

In another case in Bengaluru, a whistleblower that had disclosed information about state
corruption was terminated from his employment just three days before his retirement for ‘indiscipline’®

He consequently lost all of his retirement benefits. There are countless examples similar to this one.

78 Does not cover the state of Jammu and Kashmir.

79 Also applies to private sector employees who report wrongdoing in the public sector.

80 A copy of the Whistleblowers Protection Act 2011 may be found at http://persmin.gov.in/DOPT/EmployeesCorner/Acts_Rules/TheWhistleBlowersProtectionAct2011.pdf

81 “In India, Whistle-Blowers Pay with Their Lives,” Bloomberg Businessweek, 20 October 2011.

82 “Whistleblower pays with life,'The Hindu, 12 June 2012.

83 “The Whistle Blowers Protection Bill, 2011, PRS Legislative Research,

84 “The Whistle Blowers Protection Bill, 2011, PRS Legislative Research,

85 Companies Act 2013, section 177(9),(10), commenced 1 April 2014: see http://www.business-standard.com/article/companies/mca-notifies-183-sections-of-companies-act-2013-114032601009_1.html.
86 Mahindra & Mahindra, Sustainability Review 08-09, www.mahindra.com/resources/RHS-Elements/5.0-How-we-help/Environment/Mahindra-Sustainability-Report-2008-09.pdf
87 http://www.humanrightsinitiative.org/

88 http://www.transparencyindia.org/

89 http://www.business-standard.com/article/economy-policy/govt-proposes-massive-dilution-of-whistleblower-law-115051100940_1.html

90 http://www.business-standard.com/article/economy-policy/govt-proposes-massive-dilution-of-whistleblower-law-115051100940_1.html

91 http://www.thehindubusinessline.com/economy/policy/amendment-bill-proposes-to-water-down-whistleblower-law/article7194527.ece

92 http://timesofindia.indiatimes.com/india/Whistleblower-cannot-be-prosecuted-for-revealing-confidential-documents-in-public-interest-SC/articleshow/47291293.cms

93 http://timesofindia.indiatimes.com/india/MP-whistleblower-attacked-again/articleshow/47335481.cms

94 http://news.nationalpost.com/news/world/over-two-dozen-people-with-ties-to-indias-1-billion-exam-scam-have-died-mysteriously-in-recent-months

95 http://www.firstpost.com/india/25-deaths-in-vyapam-scam-is-shivraj-chouhans-govt-in-madhya-pradesh-getting-away-with-murder-2317526.html

96 http://timesofindia.indiatimes.com/india/Whistleblower-IAS-officer-penalized-with-compulsory-retirement/articleshow/47135881.cms
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Laws assessed

M 2006 Law on Witness and Victim Protection

Discussion / qualitative snapshot

There is no direct whistleblower protection statute in Indonesia,”” however the 2006 Law on Witness and
Victim Protection seeks to protect whistleblowers who have revealed information leading to criminal
prosecution.®®

The main issues are that the oversight body for the protection of witnesses is largely ineffective, and
underfunded and that other measures such as defamation and other legal retaliations are often used.

The requirement is not that the person is in either the public or private sector, only that they have possession
of information that can lead to a prosecution.

The Witness and Victim Protection Agency (Lembaga Perlindungan Saksi dan Korban or LPSK) is
underfunded and ineffective in maintaining protections under the law. Further, its appointees are not
independent from political involvement.*

Protection includes a number of matters including the provision of security, a new identity, punishment for
retaliation taken by an employer or organisation (such as terminating the employment of the witness).

Whilst protection under the Witness and Victim Protection Law of 2006 should mean that a witness could not
be prosecuted for another charge in relation to the disclosure (for example, defamation of someone involved
in the wrongdoing), there have been cases when the public prosecution have simply ignored this.'*

The LSPK has acknowledged that its powers are limited in its ability to protect whistleblowers. An article
from the Jakarta Post notes: “Chairman of the Witness and Victim Protection Institute (LPSK), Abdul Haris
Semendawai, admits that whistle-blowers and justice collaborators are denied legal protection, saying that
protection mechanisms under the existing Witness and Victim Protection Law requires cooperation among
the LPSK, the AGO, Law and Human Rights Ministry, the Corruption Eradication Commission (KPK) and the
National Police. In the case of Susno, the LPSK could do nothing to protect him when the National Police
decided to arrest him in connection with misappropriation of operational funds during a regional election in
West Java.”"'

A Wikileaks published cable from the US embassy in Indonesia also illustrates this point: “9. (SBU) NGOs con-
tacts, however, note the law grants inadequate protection from threats, intimidation and

retaliation against whistleblowers. Whistleblowers receive testimonial immunity only and not any personal
and family protection, creating a disincentive for witnesses of corrupt acts to come forward. Furthermore, the
law fails to give prosecutors the discretion to reduce or drop charges against a whistleblower involved in a
corrupt act even if he/she exposes a larger case, although a judge can reduce the sentence. An anti-corruption
advisor at the Partnership for Governance Reform, wrote in a recent editorial that, “whistleblowers still lack
comprehensive legal protection, with the only realistic option for avoiding defamation suits and retaliation
being the anonymity of reports as guaranteed by the Anti-Corruption Commission (KPK).”'%?

In 2015, although not a law, the Minister of Energy and Mineral Resources launched a ‘complaints’ hotline
for potential whistleblowers to report any gratuities and bribes paid in that sector.”® The complainant will
receive, if reported within 30 days, some level of confidentiality.

97
98
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http://www.deloitte.com/assets/Dcom-Indonesia/Local%20Assets/Documents/Seminar%20Fraud%20&%20Corruption%20Controls_Peter_Coleman_%20May_2009_rev.pdf
http://www.humanrights.asia/news/ahrc-news/AHRC-STM-029-2010. A copy of the law (in Bahasa and English) may be found here: http://whistleblowers.nonprofitsoapbox.com/storage/whistleblowers/
docu ments/law%200n%20witnesses%20and%20victims%20protection.pdf

ibid

See http://www.humanrights.asia/news/urgent-appeals/AHRC-UAC-123-2011

http://www.thejakartapost.com/news/2012/10/19/editorial-poor-whistle-blower.html

https://www.wikileaks.org/plusd/cables/06JAKARTA12254_a.html

http://www.hukumonline.com/berita/baca/It552cb5c2036aa/cegah-gratifikasi--menteri-esdm-luncurkan-sistem-pengaduan-online
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Laws assessed

B Introduction of the article 54-bis of Legislative Decree 30 March 2001, n.165
B Anti-corruption law, n.190, 2012

Discussion / qualitative snapshot

B Amendments were made to criteria 8, 9 and 13 (public sector) for Italy in 2015.

M Criteria 8 ‘Confidentiality protected’ was downgraded from a ‘1’ to a ‘2’ in the public sector as a closer reading
of paragraph 2 of the anti-corruption law led the authors to conclude that the revealing of a whistleblower’s
identity in circumstances where it was necessary for an accused'’s defence meant that the protection was not
comprehensive. %

W Criteria 9 ‘internal disclosure procedures required’ was upgraded from a ‘3’ to a ‘2’ on the basis that the
National Anti Corruption Plan (deliberation n.72 of 2013) requires departments to have some form of
internal reporting procedures. However, these requirements are not comprehensive.'%

M Criteria 13 ‘oversight authority’ was upgraded from a ‘3’ to a 2’ on the basis that the Anti-corruption
authority is able to receive disclosures in the public sector. However, its powers are limited and therefore not
very comprehensive.’®

[ Rights and opportunities for whistleblowers in Italy have been limited to a substantial degree by strong
cultural factors that discourage reporting wrongdoing committed by others. Only recently has the public and
political debate developed to the point that the benefits of public interest whistleblowing have become
recognised. "7

B Following this, a new anti-corruption law enacted in October 2012 included the country’s first provision
to protect government whistleblowers from retaliation and provide them with disclosure avenues. This
single provision for public employees is very limited. For example, protections can be withheld from a
whistleblower if “undue damage” is caused to those who are elsewhere protected under the law. Discussions
are underway among NGOs and certain policy-makers to push for the enactment of a comprehensive law.

[l In 2014 the Italian parliament passed Decree-Law n. 90, which empowers the National Anti-corruption
Authority to sanction government agencies that do not adopt a three-year plan for the prevention of
corruption.

| Without strong laws, employees who disclose wrongdoing must seek protections from the courts, which have
weighed the employee’s right to information and right of criticism against the right of the employer to protect
its dignity, reputation and image.*
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B Corporate employees have no specific legal protections. While some private companies have introduced
whistleblowing procedures in recent years, most of these were established to comply with the US
Sarbanes-Oxley Act, which applies to foreign companies registered in the US.

B Milan, Italy’s second-largest city, decided to create a whistleblower system for municipal employees in July
2012 that seeks to prevent corruption and other wrongdoing. This system has been in place since September
2014. This follows other public administrations who have introduced specific whistleblower protection
systems including the Italian Revenue Agency and the Municipality of Palermo.

I In one notable case, Ciro Rinaldi, an employee of the Ministry of Economic Development, reported that
colleagues were avoiding work by having others sign in their badges. Even though the code of ethics for public
employees requires them to report illicit activities, Rinaldi was harassed and his disclosure ignored by local
authorities. He then reported it to the financial police, which used hidden cameras to document the wrong
doing. Judicial proceedings are underway against 29 people, four of whom are managers. In June 2012
received the award, “Premio Natale Citta di Partenope per la Legalita.”

[ In another case, an employee waited 10 years and went through three lawsuits before the Supreme Court
ruled in March 2013 that he was unfairly fired after informing prosecutors about crimes committed by his
employer.’”

I Since our last report, there are strong indications that local public administrations are putting in place more
sophisticated whistleblowing systems that go beyond current practice (e-mail addresses).

[l Currently, a comprehensive bill for whistleblower protection (as proposed by the 5Stars party in October 2013)
is before the Parliamentary Commission of Justice and Labour in the Representatives Chamber for
discussion.’™

104 Special thanks to Giorgio Fraschini for explaining the subtleties of these protections.

105 Special thanks to Giorgio Fraschini for explaining the subtleties of these protections.

106 ibid

107 See, for example, Carinci, Maria Teresa, “Whistleblowing in Italy: rights and protections for employees,”Working Papers, Centre for the Study of European Labour Law, “MASSIMO D’ANTONA," University of
Catania, 2014.http://csdle.lex.unict.it/Archive/WP/WP%20CSDLE%20M%20DANTONA/WP%20CSDLE%20M%20DANTONA-INT/20140408-014619_mt-carinci_n106-2014intpdf.pdf , also see the introduction
of Article 54-bis of Legislative Decree 30 March 2001, n.165

108 Carinci, Maria Teresa, “Whistleblowing in Italy: rights and protections for employees,” Working Papers, Centre for the Study of European Labour Law, “"MASSIMO D’ANTONA,” University of Catania, 2014.
http://csdle.lex.unict.it/Archive/WP/WP%20CSDLE%20M%20DANTONA/WP%20CSDLE%20M%20DANTONA-INT/20140408-014619_mt-carinci_n106-2014intpdf.pdf

109 Gamberini, Gabriele, “Whistleblowing in Countries without Whistleblower Laws: the Italian Case,” ADAPT_bulletin, 29 May 2013.
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Laws assessed

I Whistleblower Protection Act 2004

[ Act on Protection of Specified Secrets

Discussion / qualitative snapshot

W Food industry fraud, the concealing of information on unsafe vehicles and nuclear accidents, and other
corporate scandals in the early 2000s - many of which were exposed by whistleblowers - led to the passage of
the Whistleblower Protection Act in 2004.""

B Japan’s law is often held up as one of the most comprehensive in the world, but it has numerous drawbacks and
limitations - including a requirement that whistleblowers endeavour to not damage the interests of others.
Japanese officials themselves have acknowledged that the law has not been frequently used. "2

I In general terms, Japanese culture values group loyalty and the practice of “saving face.” Discussing sensitive
topics directly and openly is not valued because this can disrupt the most fundamental value: harmony. This
was confirmed in a study on the experiences, actions and ethical positions of 24 Japanese nurses who reported
wrongdoing by colleagues. '

I Japan has been widely criticised for enacting the Act on Protection of Specified Secrets. Passed in December
2013 amid strident arguments in Parliament, the law states that civil servants who leak classified information
can be imprisoned for 10 years, and people who abet leaks for five years. The law covers the areas of defence,
diplomacy, counterterrorism and counterintelligence. It also enables the government — not just in defence but
throughout the government — to seal certain documents for up to 60 years. '

m /n December 2014, after this Act on Protection of Specified Secrets came into effect, mass protests occurred in
Tokyo. The law continues to remain active.””* In response to this, a Japanese university professor is establishing
an online platform that will receive disclosures from whistleblowers anonymously.’

B Among Asian countries, Japan provided to the United States 2 per cent of tips related to wrongdoing
committed by multinational companies with activities in both countries. Only Thailand ranked lower. "7

I The protracted case of a whistleblower at the camera and medical equipment multinational Olympus
illustrates the difficulty of adequately protecting whistleblowers. In the first such ruling ever handed down,
Japan’s Supreme Court in June 2012 ordered Olympus to stop punishing salesmen Masaharu Hamada and
reinstate him to his position. Hamada went to court after being ostracised for relaying a supplier’s complaint.
He received US $20,000 in damages. As of late 2013, not only had Hamada still not been reinstated, he was
transferred to a position for which he had not been trained. Another Olympus employee, Yoshihisa Ishikawa,
has since sued the company for US $88,000 in damages for psychological stress and harassment. '’

m In another high-profile case at Olympus, former CEO Michael Woodford exposed how the company had been
hiding huge investment losses for 13 years. Woodford was fired in 2011 before the company acknowledged
concealing US $1.5 billion in losses dating to the 1990s. Ironically, two Olympus executives closely involved in
the cover-up also oversaw the company’s whistleblower hotline. Woodford was awarded US $15.4 million in a
court settlement over his dismissal. Olympus settled the case with investors in 2015. 1"

111 The law took effect in 2006.

112 “Whistleblower Protection and the UN Convention against Corruption,” Transparency International, 2013.

113 Davis, Anne and Konishi, Emiko, “Whistleblowing in Japan,’ Nursing Ethics. March 2007.

114 Japan'’s State Secrets Law: Hailed By U.S., Denounced By Japanese,” National Public Radio, 31 December 2013.

115 http://rt.com/news/213011-japan-secrecy-law-protest/

116 https://www.techinasia.com/masayuki-hatta-whistleblowing-platform-japan/. See www.whistleblowing.jp

117 “Annual Report on the Dodd-Frank Whistleblower Program - Fiscal Year 2012," US Securities and Exchange Commission, 2012.
118 Whistleblower: Olympus Ignores Japan Court Order,” Associated Press, 29 July 2013.

119  http://economia.icaew.com/news/march-2015/olympus-settles-with-investors




BREAKING THE SILENCE

STRENGTHS & WEAKNESSES IN G20 WHISTLEBLOWER PROTECTION LAWS

12 Korea (Republic of)

Rating of legislative regime against international principles

Somewhat or partially ‘ Absent / not at all comprehensive
comprehensive

‘ Very or quite comprehensive




’ BREAKING THE SILENCE

STRENGTHS & WEAKNESSES IN G20 WHISTLEBLOWER PROTECTION LAWS

Laws assessed

I Acton the Protection of Public Interest Whistleblowers (2011)

Discussion / qualitative snapshot

M Passedin 2011, the Act on the Protection of Public Interest Whistleblowers is considered one of the world’s most
comprehensive whistleblower laws. It is intended to protect and financially reward government and corporate
whistleblowers who report violations related to safety, health, the environment, consumer protection and fair
competition. '%°

I Whistleblower provisions in South Korea originally date to the passage of the Anti-Corruption Act in 2001.

B Wrongdoing can be reported to the Anti-Corruption and Civil Rights Commission (ACRC), which combines the
functions of an anti-corruption commission and an ombudsman.

Il The ACRC accepts disclosures, sends verified disclosures to relevant agencies for investigation, and sends the
results back to whistleblowers. The ACRC also investigates claims of reprisals against whistleblowers. The ACRC
can grant a range of protections including protection from cancelling permits, licenses and contracts.'?

[ From 2002-13 the ACRC received 28,246 reports of wrongdoing. In 220 resulting cases that were built, the
ACRC recovered US $60.3 million and paid whistleblowers US $6.2 million in rewards. In 2012 alone, the ACRC
recovered US $10 million from 40 cases and paid whistleblowers more than US $1 million. From 2002-13 the
ACRC received 181 requests to protect whistleblowers, granting 36 percent of them. '?

B Whistleblowers who contribute directly to increasing or recovering government revenues can receive 4 to
20 percent of these funds, up to USS 2 million. Whistleblowers who serve the public interest or institutional
improvement can receive up to US $100,000. The largest reward paid to date was US $400,000 from a case in
which a construction company was paid US $5.4 million for sewage pipelines that it did not build. Eleven people
faced imprisonment and fines, and the US $5.4 million was recovered. '

m In 2015, the compensation cap for whistleblowers was extended by a further 1 Billion addition Won to create a
new cap of 3 Billion Won in a bid to further encourage whistleblowers to come forward and report tax evasion.
2014 saw a 3.6% increase in the amount of whistleblowers coming forward. '%*

[ Other cases include: the ACRC succeeded in nullifying disciplinary action taken against an employee who
reported corruption related to waste disposal, and the ACRC requested that the police provide physical
protection including regular neighbourhood patrols to a whistleblower who reported purchasing
irregularities. '

120 The law covers violations of 180 laws.

121 “Protection of Whistleblowers: Study on Whistleblower Protection Frameworks, Compendium of Best Practices and Guiding Principles for Legislation,” OECD, 2011.

122 “Whistleblower’s Rights in Korea,” presentation by the Anti-Corruption & Civil Rights Commission, Expert Group Meeting on the Protection of Reporting Persons, UN Office on Drugs and Crime, Vienna,
22-23 May 2014.

123 “Whistleblower’s Rights in Korea,” presentation by the Anti-Corruption & Civil Rights Commission, Expert Group Meeting on the Protection of Reporting Persons, UN Office on Drugs and Crime, Vienna,
22-23 May 2014.

124 http://www.whistleblowersblog.org/2015/03/articles/tax-whistleblowers/in-korea-whistleblowers-help-collect-taxes/

125 “Whistleblower’s Rights in Korea,’ presentation by the Anti-Corruption & Civil Rights Commission, Expert Group Meeting on the Protection of Reporting Persons, UN Office on Drugs and Crime, Vienna,
22-23 May 2014.
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Laws assessed

W Federal Criminal Code of Mexico

Discussion / qualitative snapshot

[l There is no specific whistleblower protection law in Mexico.

[ The Federal Criminal Code of Mexico per Article 219 creates a crime of intimidation, committed by a civil
servant that engages in physical violence or otherwise intimidates a person in an attempt to prevent another
person from making a disclosure about criminal conduct.'?

B As noted in the G20 Anti-Corruption Action Plan (Protection of Whistleblowers), Article 8 (XXI) of the
Federal Law on Administrative Liability of Civil Servants imposes administrative sanction on public servants
who prevent the making of a complaint (a disclosure) by blocking the disclosure itself or in any way “prejudice
the interests” of the person making the disclosure.’”

B As much of Mexico’s international trade is with the US and US companies, some companies have used the
qui tam remedies in the False Claims Act and others in order to bring a claim against a US company operating
in Mexico that has engaged in corrupt conduct.’®

B The General Decree on Transparency and Access to Public Information, which came into force earlier this year
did not include a whistleblower provision.'? This is despite the fact that in an earlier draft of the same law, such
a provision was in fact included per its putative Article 214, '*°

B In 2015 (and partly in the context of the above) the website ‘MéxicoLeaks’ was established which is a platform
created by five media outlets and two civil society organisations designed to receive, and report on, a range of
matters including leaks from whistleblowers. '

B In connection with the establishment of MéxicoLeaks, well-known radio journalist Carmen Aristegui was
terminated from her employment with MVS Radio after she demanded that the station reinstate two of her
journalist colleagues. She, and her colleagues have been involved in the exposure of a number of important
investigative stories and whistleblowing disclosures including presidential corruption. '3

126 http://www.oecd.org/g20/topics/anti-corruption/48972967.pdf . For the full text of the law in Spanish, see: http://www.wipo.int/wipolex/en/text.jsp?file_id=199697
127 http://www.oecd.org/g20/topics/anti-corruption/48972967.pdf

128 http://opinion.informador.com.mx/Columnas/2014/04/24/recompensas-millonarias-para-informantes/

129 http://dof.gob.mx/nota_detalle.php?codigo=5391143&fecha=04/05/2015

130 A comparison of http://www.senado.gob.mx/sgsp/gaceta/62/3/2014-12-02-1/assets/documentos/Iniciativa_LGTAIP.pdf and
http://www.diputados.gob.mx/LeyesBiblio/ref/Igtaip/LGTAIP_orig_04may15.pdf bears this out.

131 https://mexicoleaks.mx/, http://america.aljazeera.com/opinions/2015/4/mexico-ramps-up-pressure-on-journalists.html

132 http://www.telesurtv.net/english/news/Famed-Mexican-Radio-Host-Aristegui-Fired-in-Whistleblower-Row-20150316-0003.html
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Laws assessed

Federal Law Combating Corruption

Discussion / qualitative snapshot

Beyond the various statutes providing for state protection of “victims, witnesses and other participants” in
judicial proceedings on criminal cases,*¢ the only specific whistleblower protection provisions are found in
Article 9 of the Federal Law Combating Corruption.’?” Under Article 9.4, state and municipal employees
reporting corrupt actions, inducements to commit a corrupt action or failures to comply with data provision
and collection for asset disclosure purposes, “enjoy the protection of the State in accordance with Russian
Federation laws". '3

The current law therefore only provides protection in respect of a fairly narrow range of wrongdoing.
Among other limitations, the regime has three major shortcomings. First, no specific provision is made for
anonymous or confidential reporting. Second, beyond “enjoying the protection of the state,” no specific
provision is made for protection from retaliation. Third, it is limited to government employees and as such,
provides no protection for private sector whistleblowing.

A more extensive whistleblower protection regime has long been debated in Russia. The 2008 provisions above
did not include a wider set of provisions governing the reporting of corruption, graft, abuse of power or abuse
of resources by public officials, which were drafted and approved by the National Anti-Corruption Council in
September 2008 - but which were not proceeded with.

In April 2014, President Vladimir Putin released a new National Plan to Counter Corruption for 2014-15,
including continued and new anti-corruption measures.’® It is understood this plan includes significant
commitments to overhaul whistleblower protection laws.

In late 2014 a member of the State Duma proposed amendments to the anti-corruption law that would
include further protections for whistleblowers exposing corruption in the public sector. These protections would
reportedly include job protection (they can only be terminated with the approval of a prosecutor) and free legal
assistance.’#% 41

In addition to this, in early 2015, the State Duma was considering a qui tam style law for the benefit of
whistleblowers reporting on graft and corruption. A whistleblower would be entitled up to 15% of the alleged
damage to the state budget but would be capped at around USD$50,000. '

At the time of writing, these amendments have not passed the Duma.

Further high-profile whistleblowing cases emerged in 2015, including revelations into widespread doping in
Russian sport by Vitaliy Stepanov (a former Russian anti-doping official). '*

133 Only corruption, and failures to complete disclosure obligations: Articles 9.1, 9.4
134 ‘A representative of the hirer (employer), prosecutor’ offices or other government authorities”: Art 9.4

135 Article 9.6

136 These are limited to criminal matters, and require witnesses to be public and to be participants in public criminal trials; see list of applicable laws at: https://blueprintforfreespeech.net/document/russia

(viewed May 2014).

137 No. 273-FZ dated December 25, 2008.

138 Ibid.

139 See ITAR-TASS News Agency, ‘Putin endorses national anti-corruption plan for 2014-2015, http://en.itar-tass.com/russia/727473 (11 April 2014); http://transparency.org.ru/en/news/president-putin-ap-
proves-new-anti-corruption-measures (28 April 2014).

140 http://rt.com/politics/190264-anti-corruption-fighters-law-russia/

141 http://www.fcpablog.com/blog/2014/9/26/report-russia-considers-new-protection-for-whistleblowers.html

142 http://www.fcpablog.com/blog/2015/4/16/russia-mulls-whistleblower-reward-law.html?sthash.nBGnsTXT.mjjo

143 http://www.lawinsport.com/features/item/why-2014-was-the-year-of-the-whistleblower
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Laws assessed

I No relevant legislation could be found.

Discussion / qualitative snapshot

Il Whistleblower protection laws and rules in Saudi Arabia are non-existent.’*

Il In a recent case, a whistleblower was not granted immunity from disciplinary proceedings after making a
disclosure. '

B Anonymous reporting is not protected. The Health Minister has commented that the identity of a whistleblower
is needed in order to prosecute those who commit wrongdoing. '*

I The Commission for the Settlement of Labour Disputes is an oversight body for employment disputes, but does
not expressly deal with whistleblowing.

I Anewterrorismlaw introduced in February 2014 makes virtually all exposure of corruption, “dissident thought”
or any speech critical of the government or society a criminal offence. This will make it extremely difficult for
whistleblowers to come forward.'” This law forbids activity well beyond whistleblowing, including
“attendance at conferences outside the kingdom...sowing discord in society”.

B In December 2013, Mohammed Bin Abdullah Al-Shareefl of Saudi Arabia’s National Anti-Corruption
Commission gave a speech to the Seventh Annual Meeting for the International Association of Anti-Corruption
Agencies where he suggested that further reform on the protection of whistleblowers needed to take place in
Saudi Arabia. This is a positive step, but actual policy proposals have not yet been forthcoming. '

I Despite the lack of protection and attempts to censure ‘dissident’ activity, whistleblowing and leaking happens
online. Following brief shutdown, well known social media accounts including @Mujtahidd continue to expose
corruption, particularly that which involves the ruling family.™#

W InJanuary 2015, King Abdullah bin Abdul Aziz died and was replaced by the former Crown Prince
Salman bin Abdul Aziz. ™*° Although it is unclear at this early stage what this might mean for anti-corruption,
transparency and potentially whistleblowing legislation, it is clear that there will be some important
implications following the regime change to a new generation. However, with the Kingdom’s focus on a
smooth transition and consistency of leadership, this may not be for some time. '

143
144
145
146
147
148
150
151

For a useful overview of Saudi law, see the US Saudi embassy website at - http://www.saudiembassy.net/about/country-information/laws/
http://www.arabianbusiness.com/saudi-whistle-blowers-slam-sackings-lack-of-protection-518365.html
http://www.arabianbusiness.com/saudi-whistle-blowers-slam-sackings-lack-of-protection-518365.html

http://www.hrw.org/news/2014/03/20/saudi-arabia-new-terrorism-regulations-assault-rights, http://www.nytimes.com/aponline/2014/02/02/world/middleeast/ap-ml-saudi-arabia.html?ref=world&_r=2
http://www.iaaca.org/documents/Presentation/7c/201312/t20131206_1267703.shtml

http://www.bbc.co.uk/news/blogs-trending-31840424

http://www.bbc.co.uk/news/world-middle-east-30945324
http://business.financialpost.com/news/energy/with-king-abdullahs-death-new-realities-may-force-saudi-arabia-to-change-oil-policy?__Isa=9a74-31f3
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Protected Disclosures Act, 2000

Companies Act, 2008

Discussion / qualitative snapshot

The Republic of South Africa (South Africa) has had a dedicated whistleblower protection law since 2000, the
Protected Disclosures Act, 2000 (Act 26 of 2000) (PDA). >?

The PDA applies to workers in both the private and public sectors and to wrongdoing both within and outside
South Africa, where outside the impropriety can be against the laws of that country as well. '>

PDA excludes “independent contractors” from coverage in its definition of an employee. '**

The definition of “disclosure” is very broad. It includes criminal behaviour, a failure to undertake a legal
obligation, dangers to the health and safety of an individual and damage to the environment, a miscarriage of
justice, a concealment of any of these matters and unfair discrimination. '>

The definition of retaliation, or “occupational detriment,” from which an employee has legal protections is also
very broad. ¢

A disclosure may be made to:

(i) a legal practitioner or to a person whose occupation involves the giving of legal advice with
the object of and in the course of obtaining legal advice;

(ii) the employee’s employer in accordance with any procedure authorised by the employer;

(iii) a member of Cabinet or of the Executive Council of a province;

(iv) the Public Protector or the Auditor-General; or

(v) any other person or institution, for example a member of the media, as a general protected

disclosure. 7

Additionally, a ‘general disclosure’ (an external disclosure) may also be made by an employee subject to the
conditions set out in Section 9 of the PDA. As a result, South Africa is the only country to be ranked as a ‘1’ for
the purposes of this paper.

The Protection of State Information Bill (“PSI Bill”) may have a detrimental impact on whistleblowers if their
disclosure includes information that is “confidential’; “secret” or “top secret.” A disclosure of this type of
information is an criminal offence potentially resulting in 3-5 years, 10-15 years and 15-25 years respectively.
*8Despite the fact that there are protections included in section 41 of the PSI Bill with respect to the PDA, the
reverse burden it purportedly creates (especially with respect to criminal wrongdoing) may be adverse for
whistleblowers. The PSI Bill is still under consideration so it is difficult to gauge its potential impact and at this
point does not affect the ratings above.

Section 6 of the PDA makes provision for employers to authorise procedures in terms of which employees may
report improprieties. However, this does not constitute an obligation for companies and organisations to
have a whistleblower policy,’* and there is no governmental oversight agency to enforce the law. This causes
problems with implementation. However, South Africa received a score of ‘2’ for the private sector because of
the obligation on public and state owned companies to directly or indirectly establish and maintain a system
to receive disclosures. '*°

152 http://www.justice.gov.za/legislation/acts/2000-026.pdf
153 Section 1, PDA (South Africa)

154 Section 1, PDA (South Africa)

155 Section 1, PDA (South Africa)

156 Sections 1 and 3, PDA (South Africa)

157 Section 1 and 8, PDA (South Africa)

158 Section 36, PSI Bill
159 Section 6, PDA

160 Section 159 of the Companies Act 71 of 2008 provides that “a public company and state-owned company must directly or indirectly establish and maintain a system to receive disclosures contemplated in
this section confidentially, and act on them; and routinely publicise the availability of that system...”
161 Empowering our Whistleblowers, Gabriella Razzano, Open Democracy Advice Centre (2014) at pages 37-38 http://www.r2k.org.za/wp-content/uploads/WhistleblowingBook.pdf
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B According to the Open Democracy Advice Centre, the main mechanism for whistleblower protection is
employment protection, which ‘excludes physical and criminal protections, and thus only covers a discrete
range of the potential detriments (to which) a whistleblower may be exposed: '®'

I After several years of working on amendments to the PDA, the Department of Justice and Constitutional
Development in June 2014 released a draft for public comment. At the time of the publication of this final
report, the amendments have still not yet passed. In fact, as of September 2015, these amendments have
not even been tabled in the parliament. It is likely that if passed, the rating in several categories will improve
(notably principles 3, 9 and 12). Significant strides may be taken to remedy several shortcomings,

most significantly:

(i) to amend section 1 of the PDA by—

(a) extending the ambit of the Act beyond the traditional employer and employee relation
ship by inserting definitions of “business’, “worker” and “temporary employment
service”;

(b) amending the definition of “occupational detriment” so as to bring it line with the
proposed extension of the ambit of the Act; and

(c) extending the definition of “disclosure” to include additional conduct in respect of which
a disclosure may be made;

(ii) to introduce two new provisions in the PDA, dealing with joint liability (when an employer
and a client conspire to retaliate against an employee) and a duty to investigate a protected
disclosure;

(iii) to amend section 4 of the PDA to ensure that workers (independent contractors, consultants

and agents) will also be enabled to exercise certain remedies if they are subjected to
occupational detriment as a result of having made protected disclosures;

(iii) to amend section 6 of the PDA to introduce an obligation in respect of employers to have
appropriate internal procedures in operation for receiving and dealing with information
about improprieties; and

(iv) to introduce two new provisions dealing with the exclusion of civil and criminal liability and
in troducing an offence in those instances where an employee or worker intentionally dis
close false information knowing it to be false.

I Whistleblowing cases continued to emerge in 2015 including that of a senior public servant in the Department
of Roads and Transport who disclosed alleged wrongdoing involving R20 million in wasted contracts.’s> The
Department suspended the whistleblower and the case remains on-going. Despite strong protections, the
behaviour of employers implementing the law seems to be slower to adapt.

[l There have been some calls in early 2015 for the introduction of monetary incentives (i.e. qui tam remedies)
similar to the US. In January, a deputy public prosecutor Kevin Malunga advocated for the introduction of such
incentives, as he reasoned that whistleblowers come forward with disclosures for differing reasons.’®?

B South Africa also, through the Mail & Guardian is a party to the newly launched ‘afriLeaks’ website,'** which
allows for anonymous leaks distributed to various media outlets. '%

162 http://www.iol.co.za/news/south-africa/gauteng/whistle-blower-gets-suspended-1.1837380#.VTTdqJOUf6Q

163 http://www.dailymaverick.co.za/article/2015-01-30-time-to-sweeten-the-deal-for-whistleblowers/#.VTTn_pOUf6Q
164 https://afrileaks.org/

165 http://www.dailymaverick.co.za/article/2015-01-30-time-to-sweeten-the-deal-for-whistleblowers/#.VTTn_pOUf6Q
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Laws assessed

Constitution of Turkey
Law on the Protection of Eyewitnesses (2007)

Law No. 3628 Concerning the Declaration of Assets and Combating Bribery and Corruption

Discussion / qualitative snapshot

Whistleblower protection in Turkey is limited. There is no comprehensive law in either the public or private
sectors, and whistleblowers are forced to rely on ad hoc provisions in the law.

Turkey is ranked 154th out of 180 countries on the World Press Freedom Index maintained by Reporters without
Borders. '%

Article 74 of the Turkish Constitution provides for the right to petition the government (competent authorities
and the Grand National Assembly) with a complaint or request in their own or others’ public interest.’”
However, it offers no real protection in terms of freedom from reprisal and etc.

Despite the fact that Article 90 of the Turkish Constitution provides that all instruments of international
law have the force of law in Turkey, and that the government is a signatory to the UN Convention against
Corruption (which requires protections for reporting persons), this still has not happened.

The 2007 Law on the Protection of Eyewitnesses includes some protection for witnesses to crimes if they appear
as a witness in a criminal prosecution. However, this protection is used for extreme circumstances. Measures
include having correspondence sent to a different address, a change of identity (both in identification and
physical appearance) and other witness protection mechanisms. It may only apply during the duration of the
criminal proceeding and does not include any civil remedies. '%

Law No. 3628 Concerning the Declaration of Assets and Combating Bribery and Corruption per its Article 18
makes it forbidden to reveal the identity of a whistleblower without their consent. '®°

Turkish Labour law includes some further limited protection. Employees cannot be terminated for relying or
seeking to enforce their rights through administrative or judicial procedures.’””® However, if the basis on which
an employee seeks to enforce these rights is groundless, termination might be valid (for example, If the
employee commits a dishonest act against the employer, such as a breach of trust, theft or disclosure of the
employer’s trade secrets). 7’

In March 2015, an anonymous government whistleblower ‘Fuat Avni’ disclosed that President Erdogan wanted
to shut down opposition parties ‘The Republican People’s Party’ (CHP) and the ‘Nationalist Movement Party’
(MHP) and as part of that plan he appointed Mehmet Akarca to the Supreme Court of Appeals. These claims
are not proven, but it demonstrates that whistleblower seeks the anonymity of social media. This follows
previous claims made by the same whistleblower concerning the President’s alleged corruption. The President’s
approach to Fuat Avni is scathing: ““If you are a man, come out, why do you do this secretly?” Erdogan asked
during a breakfast organized by the governorate of the eastern Turkish province of Malatya on Feb. 21.”'7*

166 http://rsf.org/index2014/data/index2014_en.pdf

167 Constitution of Turkey, http://www.anayasa.gov.tr/images/loaded/pdf_dosyalari/THE_CONSTITUTION_OF_THE_REPUBLIC_OF_TURKEY.pdf

168 See the following summary document of a questionnaire run by the Council of Europe in respect of Turkey’s witness protection regime: http://www.coe.int/t/dlapil/codexter/Source/pcpw_questionnaire-
Replies/PC-PW%202006%20reply%20-%20Turkey.pdf

169 An unofficial English translation may be found at http://issuu.com/ethics360/docs/law_no_3628

170 English translation may be found at http://www.ilo.org/public/english/region/eurpro/ankara/download/labouracturkey.pdf

171 English translation may be found at http://www.ilo.org/public/english/region/eurpro/ankara/download/labouracturkey.pdf

172 http://national.bgnnews.com/turkey-appoints-new-supreme-court-of-appeals-chair-mehmet-akarca-haberi/6095

173 http://www.todayszaman.com/national_bruised-by-lavish-palace-erdogan-pictures-fake-gulen-compound_381154.html

174 http://www.hurriyetdailynews.com/erdogan-challenges-turkeys-most-wanted-whistleblower-.aspx?pagelD=238&nID=78651&NewsCatID=338
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Laws assessed

B Public Interest Disclosure Act 1998
I Enterprise and Regulatory Reform Act (2013)
B Employment Rights Act 1996

I Small Business, Enterprise and Employment Act 2015

Discussion / qualitative snapshot

Il The Public Interest Disclosure Act 1998 (PIDA) provides for comprehensive protection of whistleblowers in the
UK.'”> The main effect of PIDA was to amend the Employment Rights Act to embed whistleblower protections
into employment law. ¢

I PIDA applies to a “worker” in both the public and private sectors, and extends protection to contractors.””” In
2014 the UK Supreme Court found that even members of an LLP partnership are “workers” under the Act. '7®
However, PIDA does not apply to, among others, volunteers, non-executive directors, job applicants or public
appointees.

I In 2013 the Enterprise and Regulatory Reform Act'”? made a number of important changes to PIDA. Due to
perceived misuse of PIDA by people with employment grievances, a requirement that a disclosure must be in
the “public interest” was introduced. As part of this reform, the requirement that a disclosure be made in “good
faith” was removed. It is still too soon to determine whether these reforms have had the intended policy effect.

I There is a broad definition of “reprisal” in PIDA covering most conduct potentially taken against a
whistleblower, and consequent protections and compensation if reprisal were to be taken.

W Ifa‘worker’is unfairly dismissed for having made a disclosure under PIDA (burden of proof can be the employer
to establish that the dismissal occurred for a principal reason other than the disclosure), the compensation is
uncapped. ¥

B There is no requirement for companies or organisations to have a whistleblowing policy.

I Additionally, evidence has suggested that due to the expense of running a whistleblowing cases, many
settle before going to the employment tribunal.’®' This has resulted in extensive use of ‘gagging clauses’
whereby a whistleblower accepts a settlement in return for silence, despite a ban for such clauses in
Section 43J of PIDA. These ‘non-disparagement clauses’ are counterintuitive to the release of information
in the public interest to the public domain and removes the focus on rectifying wrongdoing. In 2013 the
‘Francis Report’ found: “non-disparagement clauses are not compatible with the requirements that public
service organisations in the healthcare sector, including regulators, should be open and transparent”. 1%

[ PIDA does not apply to ‘servicc members, meaning that employees of the armed forces, the Ministry of
Defence and the intelligence services are not afforded protections when making public interest disclosures.’®?
This is a glaring gap in the legislation, especially considering the highly secretive nature of such employers.
Additionally, information cannot be disclosed if it concerns a matter of ‘national security.'®*

175 http://www.legislation.gov.uk/ukpga/1998/23/contents

176 http://www.legislation.gov.uk/ukpga/1996/18/contents

177 Section 43K of PIDA, http://www.legislation.gov.uk/ukpga/1998/23/contents

178 http://supremecourt.uk/decided-cases/docs/UKSC_2012_0229_Judgment.pdf

179 http://www.legislation.gov.uk/ukpga/2013/24/part/2/crossheading/protected-disclosures/enacted

180 Section 124 and 103A of PIDA http://www.legislation.gov.uk/ukpga/1996/18/section/124 , Burden of proof is complicated in the UK. In relation to dismissals, employees who have less than 2 years service
must show that the reason or principal reason for dismissal was a protected disclosure. If the employee has the required service, the employer must show a fair reason for dismissal. In relation to detriment
claims, the burden is on the employer to show that the treatment was not on the grounds that the worker had made a protected disclosure. To make it even more confusing, a worker who is dismissed can
bring a detriment claim but cannot claim unfair dismissal. http://www.legislation.gov.uk/ukpga/1996/18/section/103A

N




BREAKING THE SILENCE

STRENGTHS & WEAKNESSES IN G20 WHISTLEBLOWER PROTECTION LAWS

I External disclosures (disclosures in other cases)'®> must additionally be ‘in good faith; ‘reasonably believed by
the discloser (and any allegation therein) to be substantially true’ ‘reasonable in the circumstances’ and ‘not
made for personal gain’ They must also fall within one of the following four categories:

@ The discloser must reasonably believe they would suffer detriment if they disclosed
internally or to a regulator;

® Thereis noregulator (and) they reasonably believed evidence may be concealed or destroyed;

@ Aninternal disclosure had already occurred; or

@ The subject matter of the disclosure is ‘exceptionally serious’ %

W The UK has many whistleblower NGOs that promote strong public policy (often leading the way where
government is lacking) and support individual whistleblowers. These include Compassion in Care, Patients
First, Public Concern at Work,'®” The Whistler and Whistleblowers UK.

W In March 2015 the government passed the Small Business, Enterprise and Employment Act 2015. The Act
brought in two minor changes to whistleblowing regulation in the UK. The relevant sections are 148 and 149
of the Act.’® First, it allowed for the creation of regulations that would allow bodies such as the Financial
Conduct Authority and the Health and Safety Executive to publish annual reports of whistleblowers’ disclosures.
Second, it created the power to make regulations such that job applicants would fall within PIDA.'**

Il Prior to this, on 1 October 2014 the Public Interest Disclosure (Prescribed Persons) Order 2014 came into force,
an update of its 1999 predecessor.”® Among other clarifications, it simplifies the ability of a whistleblower to
take their disclosure to a member of parliament.’’

[ These changes were not significant enough to affect any of the ratings above.

B Whistleblowing cases continue to gain media attention in the UK as widespread concerns over PIDA’s ability to
truly protect whistleblowers is called to attention. '*?

[l Oneexample of this is the case of Raj Mattu, whose case is the longest running in tribunal history. In early 2015
he was declared to have been unfairly dismissed by the National Health Service of the UK (NHS) and now is
likely to be awarded an amount in the millions of pounds.’®® Testament to the willingness of employers to
continually fight these claims, reports indicate that the case has already cost the NHS £10 million. **

181 This was further amplified by the introduction of tribunal fees in 2013

182 Report of the Mid Staffordshire NHS Foundation Trust Public Inquiry, 6 February 2013, available at http://www.midstaffspublicinquiry.com/report.

183 Sections 192 and 193 of PIDA, http://www.legislation.gov.uk/ukpga/1996/18/section/192 and http://www.legislation.gov.uk/ukpga/1996/18/section/193

184 Section 202 of PIDA, http://www.legislation.gov.uk/ukpga/1996/18/part/Xlll/chapter/Il/crossheading/restrictions-on-disclosure-of-information

185 Section 43G of PIDA, http://www.legislation.gov.uk/ukpga/1996/18/section/43G

186 Section 43H of PIDA, http://www.legislation.gov.uk/ukpga/1996/18/section/43H

187 Recently, Public Concern At Work, which played an instrumental role in the present law, sponsored a high-level Whistleblowing Commission which made key recommendations for reform.
188 http://www.legislation.gov.uk/ukpga/2015/26/contents/enacted

189 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/417341/BIS-15-262-SBEE-_Act-Employment-fact-sheets.pdf provides a useful overview of the new changes.
190 http://www.legislation.gov.uk/uksi/2014/2418/pdfs/uksi_20142418_en.pdf

191 Article 3(2) Schedule http://www.legislation.gov.uk/uksi/2014/2418/pdfs/uksi_20142418_en.pdf

192 http://www.theguardian.com/society/2014/nov/22/there-were-hundreds-of-us-crying-out-for-help-afterlife-of-whistleblower provides a useful overview of some of the cases continuging over the last
year.

193 http://www.independent.co.uk/news/uk/home-news/whistleblowing-cardiologist-raj-mattu-wins-unfair-dismissal-case-9269510.html,

194 http://www.telegraph.co.uk/news/health/news/10806658/NHS-faces-20m-bill-for-sacked-doctor-Raj-Mattu.html
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19 United States

Rating of legislative regime against international principles

Somewhat or partially ‘ Absent / not at all comprehensive
comprehensive

‘ Very or quite comprehensive




’ BREAKING THE SILENCE

STRENGTHS & WEAKNESSES IN G20 WHISTLEBLOWER PROTECTION LAWS

Laws assessed

B Whistleblower Protection Act
I Whistleblower Protection Enhancement Act
B Sarbanes-Oxley Act

B Dodd-Frank Act (Wall Street Reform and Consumer Protection Act)

Discussion / qualitative snapshot

I The US has dozens of federal, state and local laws and agencies that cover whistleblowing and the
protection of whistleblowers. In addition to many federal public and private sector laws, most of the country’s 50
states have also enacted some form of whistleblower protections. At the federal level, laws which protect public
interest disclosure are the Whistleblower Protection Act, the Whistleblower Protection Enhancement Act, the
Sarbanes-Oxley Act and the Dodd-Frank Act (Wall Street Reform and Consumer Protection Act).

[l The level of inconsistency between multiple laws, especially in the corporate sector, is a concern to many US
NGOs, stakeholders and regulators. This is due to increased implementation difficulties, inefficiencies and
regulatory burdens entailed in having multiple laws that have evolved in ad hoc ways over time. On recent
count, whistleblower protection rules were to be found in no less than 47 different federal laws, including
12 new laws since 2000, relating to the private sector alone (i.e. not including federal and state public sector
laws)."*

B Government employees: The 1989 Whistleblower Protection Act, which covers most federal government
employees, was one of the world’s first comprehensive whistleblower laws. It was significantly strengthened
in 2012 by the Whistleblower Protection Enhancement Act. Among many improvements, it closed loopholes
that discouraged whistleblowers from reporting misconduct, broadened the types of wrongdoing that can
be reported, and shielded whistleblower rights against contradictory agency non-disclosure rules through an
“anti-gag” provision.””® From 2007 to 2012, the number of new disclosures reported by federal employees
increased from 482 to 1,148, and the number of whistleblower retaliation cases that were favorably resolved
rose from 50 to 223. %7

B Corporate employees: Two laws' passed following a string of corporate and Wall Street scandals
(Sarbanes-Oxley and Dodd-Frank) grant legal protections and disclosure channels to private sector employees.
These laws only cover people who work for publicly traded companies, which excludes about two-thirds of the
country’s non-agricultural workers. Under Dodd-Frank, the Securities and Exchange Commission (SEC) in 2013
paid whistleblowers more than $14 million “in recognition of their contributions to the success of enforcement
actions pursuant to which ongoing frauds were stopped in their tracks.” From August 2011 (when the
programme began) to September 2013, the SEC received 6,573 tips and complaints from whistleblowers. '9°2%

B Fraud in government contracts: The False Claims Act, which dates to the 1860s, allows private citizens to file
lawsuits on behalf of the government to recover funds stolen through contract fraud. In compensation for their
risk and effort, whistleblowers may be awarded 15-25 per cent of any recovered funds and fines. Under this law,
the US government has recovered $35 billion in fines and stolen funds since 1986. %°'

Workplace health and safety: Employees who report health and safety hazards in the workplace are
protected from retaliation by the Occupational Safety and Health Act. A government official said in May 2014:
“Employees have a right to file a complaint...without fear of discharge or other forms of retaliation from their
employer. Such retaliation can coerce workers into silence, preventing them from reporting or raising concerns
about conditions that could injure, sicken or kill them.” -2°%23




Federal and state whistleblower laws have led many whistleblowers who had been fired to be reinstated to
their positions.

Notwithstanding the existence of internal whistleblower provisions for each of the national security and
intelligence agencies (such as the CIA and NSA)?* US officials have come under criticism for their
prosecutionofnationalsecurityandofficialsecrecy whistleblowerssuch as Thomas Drake, JohnKiriakou, Chelsea
Manning and Edward Snowden. There are carve-outs not for the agencies themselves, but rather for “classified
information.” External disclosure is not permitted for these employees.

In October 2012 President Barack Obama signed an executive order (Presidential Policy Directive 19)
establishing new protections for national security and intelligence community whistleblowers. 2%

Many NGOs in the US provide support for whistleblowers and advocate for stronger legal protections,
including the Government Accountability Project, Project on Government Oversight, and Public Employees for
Environmental Responsibility.

Over the last few years, and with a notable spike in 2014/2015, the number of whistleblower cases is
increasing.’®® Figures indicate that: “From January 2009 to September 2014, false claim cases brought in
$22.75bn. Last year [2014], the Department of Justice collected a record $5.69bn in settlements and judgments
from such cases.”*””

However, while the qui tam remedies appear to be working in some cases, the US continues to have major gaps
on account of the consistency of the application of its state and federal laws as well as its rejection of a
‘safety-net’ approach that is preferred in the UK.

For example, the Eleventh Circuit (Federal) recently ruled in Wiersum v. U.S. Bank, N.A. that the Federal
National Bank Act ‘pre-empted’ (overrided) a Florida state whistleblowing Act (and consequently dismissed the
whistleblower’s unfair dismissal claim).?®® This inconsistency serves to undermine whistleblowers
protectionsanddemonstratesthatwhilealawmightappearcomprehensive, overregulationorinconsistenciesin
approach can serve to undermine the protections afforded.

A number of NGOs in the US provide support for whistleblowers and advocate for stronger legal protections,
including ExposeFacts, Project on Government Oversight Public Employees for Environmental Responsibility,
and the Government Accountability Project. There are also concerns about the impact of the Trans-Pacific
Partnership on the ability of corporate whistleblowers to make a disclosure. Under an Article of the Treaty,
criminal provisions are introduced for a person who reveals trade secrets.?®#

195 Devine, T.and T. Massarani, 2011, The Corporate Whistleblower’s Survival Guide, San Francisco: Berrett-Koehler, p.151.

196 “Whistleblower Protection Enhancement Act Summary of Reforms,” Project on Government Oversight, 17 September 2012.

197 “Report to Congress for Fiscal Year 2012, U.S. Office of Special Counsel.

198 In total, the US has 47 statutes protecting corporate employees, and more than 40 states have tort liability covering any corporate worker. For example, the Consumer Product Safety Improvement Act
covers 20 million private sector workers in retail commerce, without regard to whether they are publicly traded.

199 “2013 Annual Report to Congress on the Dodd-Frank Whistleblower Program,” US Securities and Exchange Commission.

200 http://www.nytimes.com/2014/08/19/opinion/joe-nocera-the-man-who-blew-the-whistle.html?_r=0

201 Voices for Change (video), Transparency International.

202 “Occupational Safety and Health Act prohibits retaliation against employees,” US Occupational Safety and Health Administration, 13 May 2014.
203 This law does not provide due process rights,to enforce the protections, simply the opportunity to request an informal investigation.

204 See, for example, The Central Intelligence Agency Act 1949 50 U.S.C 403q as referred to at http://www.fas.org/irp/congress/2012_rpt/wpea.pdf
205 “Obama order protects intelligence community whistleblowers,” Center for Public Integrity, 15 October 2012.

206 http://www.theguardian.com/business/2015/may/14/whistleblower-lawyers-corporations-us-government-awards

207 http://www.theguardian.com/business/2015/may/14/whistleblower-lawyers-corporations-us-government-awards

208 http://www.natlawreview.com/article/eleventh-circuit-rules-state-whistleblower-law-preempted-national-bank-act

208A http://www.crikey.com.au/2015/10/14/trade-deal-will-provide-new-weapon-against-whistleblowers/
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Appendices

Appendix 1 - G20 Anti-Corruption Working Group - 2014 Progress Report

This table is a self-reported (by each member state) matrix produced for Brisbane G20 leaders meeting
in November 2014. While we cannot account for the accuracy or otherwise of how member states have
self-reported their implementation, we encourage readers to compare this table to our own results

tables.
Protect in the Y Y Y Y Y Y Y Y Y Y Y Y

Public Sector (33a)

Protect in the N Y Y Y Y Y N211 Y N Y N

Private Sector

Protect in the Y Y Y Y Y Y Y Y

Public Sector (33a)

Protect in the Y Y Y Y N Y Y Y

Private Sector

Source: http://www.g20australia.org/sites/default/files/g20_resources/library/acwg_accountability_report_2014.DOCX

209 The National Anti-Corruption Commission is currently protecting the whistle-blowers, until the approval of The Implementing Regulations for reporting corruption cases.

210 There is no EU acquis on protection of whistle-blowers. Regulation of whistle-blowers’ protection varies widely from one EU Member State to the other. The European Commission is currently running a
study which will look into the state of play, good and negative practice in terms of protection of whistleblowers in the EU Member States. The study should be completed by the end of the year.

211 In Germany, whistleblowers in the private sector are protected by the general provisions on termination (section 626 of the Civil Code, section 1 of the Protection Against Unfair Dismissal Act), the prohibi-
tion of victimisation (section 612a of the Civil Code) and the provisions of constitutional law (Article 2, para. 1 of the Basic Law — personal freedoms, Article 5 of the Basic Law — freedom of expression and Article
20, para. 3 of the Basic Law — constitutional principles) together with the rulings of the Federal Constitutional Court and the Federal Labour Court.

N
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Appendix 2 - European Union whistleblower protection rules

Mark Perera The followed assessment below has been prepared firstly for all EU institutions,

Transparency International only as per the legal provisions in the EU Staff Regulations; and separately for

Liaison Office to the European Union the European Commission, which is the only EU institution to have elaborated
internal guidelines to implement the general legal provision.

1  Veryorquite comprehensive 2 Sc(())mf)vrvemagnzgviartia"y 3 Absent/not at all comprehensive
# | encple | Sntgges | Sheen

1 Coverage 1 12

2 Wrongdoing 23 14

3 Definition of whistleblowers 1° 1@

4 Reporting channels (internal and regulatory) 1 v

5 External reporting channels (third party / public) 28 2

6 Thresholds 10 i

7 Anonymity 31 =

8 Confidentiality 3 11

9 Internal disclosure procedures m 3

1 Breadth of retaliation 3¢ 17

11 Remedies 218 110

12 Sanctions 220 o2

13 Oversight 32 33

14 Transparency 3 3

1 EU Staff Regulations (SR) and Conditions of Employment for Other Servants (CEOS): http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:1962R0031:20140101:EN:PDF
(See, articles 22a, b, c in particular for general obligation on EU staff to report wrongdoing.)(“SR”) applies to all institutions

2 2012 European Commission Guidelines on Whistle-blowing (“WG"). These only apply to Commission staff, and not to staff of other institutions, apply to entire institution, c.f. para. 1.3
3 SRart.22a(1)

4 WGparal4

5 Staff Regulations art 22, CEOS: arts. 11 (Temporary Agents), 81 (Contract Agents), 124 (Special Advisers), 127 (Parliamentary Assistants

6 WGparas.1.3,1.4

7 WG, para2

8 Does not include reference to disclosures to third parties — only disclosures to other EU institutions

9 ibid

10 SRart.22a(3),22b

11 WG, paras. 1.4,3

12 Notin legal framework, but exists in practice: OLAF Fraud Notification System

13 WG, para. 3 - OLAF Fraud Notification System

14 WG, para. 3

15 SRart.22c

16 SR only mention ‘prejudicial effects’ but do not define them

17 WG, paras. 1.4, 3 - does not include a list of potential retaliatory actions, but does refer to ‘harassment, discrimination, negative appraisals and acts of vindictiveness.
18 SRarts. 22¢, 24, 90 - however, this does not elaborate specific remedies for whistle-blowers

19 SRarts. 22¢, 24, 90 - and WG paras. 1.4, 3 re. burden of proof on Commission

20 SRinclude provisions on disciplinary action, but no specific mention of sanctions for retaliation against whistle-blowers

21 WG para 3 - not detailed

22 EU Civil Service Tribunal, no specific body for whistle-blowing

23 ibid
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Qualitative Snapshot

B Whistleblowing at the EU level is governed principally by the EU Staff Regulations (SR) and Conditions of
Employment for Other Servants (CEOS), which since 2004 have placed a legal duty on all EU civil servants to
report any wrongdoing of which they become aware in the course of their work. (This duty extends also to
parliamentary assistants and special advisers to Commissioners.) The SR include only a basic definition of
the information that individuals are obliged to report, specifying this as facts pointing to any “possible illegal
activity, including fraud or corruption, detrimental to the interests of the Union” and any professional
misconduct.

B EU staff are obliged, in the first instance, to report information internally — through their normal line
management, or directly to the administrative head of their respective institution - or directly to the European
Anti-Fraud Office (OLAF). Staff receiving information from whistleblowers must, in turn, provide this to OLAF
without delay.

B EU rules underline that whistleblowers must not be subject to prejudicial effects by their institutions,
provided that they have “acted reasonably and honestly”. The rules do not include examples of actions
considered to be prejudicial effects.

B The SR also provide for the protection of whistleblowers making external disclosures, provided they have
first exhausted the abovementioned channels. However, this protection only applies in the case of external
disclosures to other EU institutions, and not third parties such as labour unions, NGOs or the media.

[l EU institutions are obliged by the SR to put in place internal procedures on how they handle information
received from whistleblowers, how they protect those reporting, and on how they deal confidentially with
complaints from whistleblowers regarding their treatment as a consequence of reporting wrong doing.
However, the SR do not provide specifically for anonymous reporting, or for the protection of the
confidentiality of whistleblowers, nor place obligations on institutions in this regard.

[0 Currently of the EU institutions, only the European Commission has elaborated internal whistleblowing
procedures, via its 2012 Whistleblowing Guidelines. These build on the SR, providing more detail on the sort of
information qualifying as whistle-blowing, and markedly, what does not. The internal and external reporting
procedures for Commission staff are laid out, alongside explanation of how the institution may protect honest
whistleblowers. While this protection is not guaranteed for anonymous whistleblowers, in practice a channel
for such reporting does exist via the OLAF Fraud Notification System.

B Though not comprehensive, the Commission’s guidelines also provide basic information on the threshold
for protection for whistleblowers; on the actions that may be considered as retaliatory (e.g. harassment or
negative performance appraisals); and on the potential for disciplinary action to be taken against any
individuals retaliating against whistleblowers or preventing staff from whistleblowing.

B In line with the SR, EU staff retain the right to contest decisions taken against them by their institutions at
the EU Civil Service Tribunal, however, no specific mention is made of oversight of whistleblowing and of the
treatment of those reporting.

B No specific legal provisions appear to be in place regarding transparency and accountability regarding the
application of EU whistleblowing rules.
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